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[ Abstract] Most Three-party Authenticated Key Agreement(3PAKA) protocols are susceptible to man-in-the-middle attack. This
paper analyzes security of the 3PAKA protocol presented by Tan, and proves that it can not withstand counterfeit attacks and
man-in-the-middle attack. To enhance its security, an improved protocol is proposed by one-way hash function and elliptic curve
cryptography. Security analysis and formal proof results show that the improved protocol inherits the security of the original
protocol, and is able to resist counterfeit attack and man-in-the-middle attack.
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