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[ Abstract] This paper shows that Hong’s efficient certificateless signature scheme is insecure against public key replacement
attacks and malicious Private Key Generator(PKG) attacks. Aiming at these problems, the scheme is improved by the means that
PKG generates the user’s public key and makes it public. The analysis of security shows that the improved scheme is able to resist
public key replacement attacks and malicious PKG attacks. Its security relies on the hardness of the g-Strong Diffie-
Hellman(q-SDH) problem and Extended-Inverse-Computational Diffie-Hellman(E-Inv-CDH) problem. Under the random oracle
model, the improved scheme is proved to be secure against existential forgery on adaptively chosen message attacks.
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