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Image Steganalysis Method Based on Boosting Algorithm Fusion
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(Institute of Information System Engineering, PLA Information Engineering University, Zhengzhou 450002, China)

[ Abstract] The existing detection algorithms are difficult to obtain high detection accuracy when applied to the condition, in which the
embedding algorithm of the stego-images is unknown. Therefore, this paper proposes a steganography-unknown image steganalysis method
based on Boosting fusion. It obtains various classifying results by establishing steganography algorithm classifier models in the training
phase, and acquires the performance of these classifies according to the Boosting algorithm. The final detection result is obtained by
combinational rule based on probability output. The detection work is presented to attack the current different spatial domain and JPEG
steganographic algorithms. Extensive experimental results show that this proposed method is effective for multi-steganographic algorithms,
and Boosting takes advantage of the individual strengths from each detection system and whole detection performance is probably increased
by 2%.
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#1 ZHREERSEEYIEN RBENIERHE (%)
N , Wikl 5 5%
PSR
LSBM  PVD  BPCS  AELSB
LSB 9415 9400 9275 9595 5040
LSBM 9400 9425 9210 9600 5065
PVD 5645 5710 9730 9871 5035
BPCS 4990 4990 5180  99.00  50.05
AELSB 4640 4620 5875 9320  88.05
#2 DCT HEEREHEIENS REBMEHE (%)
\ , AR %
ARG %
ISteg  F5 Mbl  Mb2  nsF5
ISteg 8190 6870 8215  8LIS 5470
F5 7565 8540 7915 7565 5850
Mb1 80.90  69.00 8920 8820 5380
Mb2 8025 6275 8825  89.85 5210
nsFs 7470 8180 7815 7215 6565
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=g
S3 71.10 99.60 42.60
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S3 78.90 91.10 66.70
Proposed 79.40 91.20 67.60
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