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[Abstract] Aiming at the problems that the traditional false data filtering schemes can not filter false data injection attacks from
non-forwarding areas, this paper proposes a false data filtering scheme based on threshold mechanism. Each node establishes a path to Sink.
Each data package includes ¢ Message Authentication Code(MAC) of detecting nodes and two security threshold parameters. Each
forwarding node not only checks the correctness of the MAC but also validates the security threshold parameters. Theoretical analysis and
simulation experimental results demonstrate that this scheme can resist false data injection attacks from arbitrary areas, and consumes less
energy than existing schemes.
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