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[ Abstract] As an attractive cryptographic primitive, the public key searchable encryption enables users to search on
encrypted data,and hence is applicable to the setting of cloud computing. But most of the existing schemes have to adopt
the bilinear pairing and fail to verify search results from the server. Accordingly ,these schemes suffer drawbacks in terms
of efficiency and security. Aiming at this problem,based on the ElGamal encryption algorithm,a new verifiable scheme is
proposed. It has more desirable computation efficiency and is easy to implement in because it replaces the bilinear pairing
with the ElGamal encryption. Especially, during the generation of encrypted keywords and encrypted files, the new scheme
can generate the digital signature of the hash value of keywords based on the ElGamal signature algorithm. Upon receiving
the search results from the server,users can obtain the public key of the sender, and then verify the ElGamal signature,
which effectively prevents the server from returning wrong results.
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