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Chaos Multivariate Hash Algorithm Construction of Cross Processing

ZHANG Wenting , LONG Min
(College of Computer and Communication Engineering, Changsha University of Science and Technology,Changsha 410014 ,China)

[ Abstract] Aiming at the defects of security in the existed parallel Hash funtions which are caused by the weak
correlations between the plaintext block,a novel Hash function algorithm based on the difficulty of solving MQ problem
and the complexity of chaotic theory is proposed. The algorithm works in a parallel and cross processing mode. The output
function is constructed by multivariate polynomials equations to confuse the plaintext sufficiently. The output Hash size
can be adjusted according to different requirements. Storage analysis,forge attack analysis, differential attack analysis and
statistic analysis are carried on algorithm. Theoretical analysis and experimental results show that the parallel structure of
the algorithm compensates the inefficiency of traditional multivariate polynomial cryptosystems, and it can resist forge
attack , differential attack and statistic attack.
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