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Multi-level Security Database Model Based on Roles

XU Peijuan,ZHENG Jing , XU Maojing
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[ Abstract] Lots of multi-level database models with individual advantage have appeared following the development of
multi-level database security. People gradually begin to improve optimization of multilevel relation database model, put
forward more secure , more manageable database multilevel security model,in order to meet the users’ rationalization of
data storage and keep the security of data. This paper proposes the idea that combined the RBAC access control model
with the MAC mandatory access control model. It makes the system not only have the high security of the mandatory
access control model and achieve the flexible management from the subject to object,improves the RBAC model and the
MLR model of the MAC mandatory access control model, and combines them to construct an integrated access control
model. Combined with the superiority of the two access model ,the access control model achieves the subject applies the
mandatory access control rules to access object by multilevel roles indirectly. By simulated data,the structure of security
access control model based on role of multilevel relation is tested. The experiment proves that the comprehensive access
control model has better flexibility ,makes the model with the high security of mandatory access control model.
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