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[ Abstract] As Chinese state encryption administration is seeking the next generation of Digital Signature Standard (DSS) ,
this paper analyzes and compares seven DSS listed in ISO/IEC 14888-3 and SM2 which are based on Discrete Logarithm
Problem( DLP ) or Elliptic Curve Discrete Logarithm Problem ( ECDLP ). Results show that the widely used Digital
Signature Algorithm( DSA) is a combination of Schnorr and ElGamal signature algorithm and it becomes Elliptic Curve
Digital Signature Algorithm ( EC-DSA). SM2 may be more vulnerable than EC-DSA. Moreover, the Pointcheval/Vaudenay
algorithm is provably secure. The Korean Certificate-based Digital Signature Algorithm ( KCDSA ) and its elliptic curve
version Elliptic Curve Korean Certificate-based Digital Signature Algorithm( EC-KCDSA) performs better both in security
and efficiency issues. The signature algorithms of Elliptic Curve Russia Digital Signature Algorithm ( EC-RDSA) and
Elliptic Curve Germany Digital Signature Algorithm (EC-GDSA) are faster. It is worth noting that an attack against EC-
RDSA is proposed, implying that EC-RDSA is not strongly existential unforgeability under the adaptive chosen-message
attack. The comparative results is helpful for the research,as well as for the finalization of the next generation of DSS.

[ Key words] Discrete Logarithm Problem ( DLP ) ; Elliptic Curve Discrete Logarithm Problem ( ECDLP ) ; Digital
Signature Standard ( DSS) ;Random Oracle Model( ROM) ; SM2 algorithm
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