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Firmware Vulnerability Detection in Embedded Device
Based on Homology Analysis
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Information Engineering University ,Zhengzhou 450001 , China)

[ Abstract] As development and production is separate from each other in the manufacturing process of embedded
devices, different firmware may contain the same third-party libraries and thus firmware of different devices or different
versions of the same device has a large number of the same vulnerabilities already disclosed. Aiming at this problem, this
paper presents a firmware vulnerability detection method in embedded devices based on homology analysis to provide
reference for firmware vulnerability remediation and reduce unnecessary repetitious analysis. Vulnerability detection is
implemented through firmware classification and homology analysis of third-party libraries by binary differential analysis,
string constant matching and fuzzy hashing method. Experimental results show that the proposed method can effectively
catch buffer overflows and cross-border vulnerabilities in D-Link router firmware as well as remote command injection
vulnerabilities in Linksys router firmware.
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WRT160nv2 2.0/2. 03, 2% b [X %5 H U i U8 F XF &
) POST KA R E EBMHASNAERKER
A, YR S VIE B 8 7R B0 2 ) R A Y apply. cgi
TR A% 25K BE K T 10 000 Byte [ POST i 5K
I, 32 fih 2 % vh X 3 L 32 5 00 1Y) [ 44 47 WRTS4G
3.01.03/3.03.6/4.00.7 %,

fifp A [ 48 $2 B HTTPD il 55 4% 72 7% 19 apply.
cgi A kRIS, iy 4 T A SR L E1500 1.0 24
% G oh X % 1R TR L WRTS4G 4.00.7 &%,
Xf apply. cgi B2 ¥ #EAT W] 5 M 40 A, 5 R a3k 3
o ATLLHH, B WRT160nv2 2. 03 {# 225 K 4h, H
b R BTG E T A A7 0 T T 44 o

#3 Linksys Web [R S BiRARBESH 4R
BRSO AU CHEEIER TR BN A

E1500 V1.04  MIPS 0.143 2 264 46
E1500 V1.05  MIPS 0.260 4 267 28
E2500 V1.03  MIPS 0.154 6 264 57
WRT160nv2 V2.0 MIPS 0.357 3 248 52
WRT160nv2 V2.03  MIPS 0.527 9 219 18
WRT54G V3.01 MIPS 0.104 8 198 35
WRT54G V3.03  MIPS 0.176 5 146 49
WRT54G V4.20  MIPS 0.623 5 178 11
5 HXRIE

DA [ 22 A I 07 35 A0 48 S8 B PR A Ly
AEAS PR AT AT R ek B4R BSE | X 28 T 3 Xt
/NS ) ] D R ARG I B AT B A R . BB
BREBC R M 2R i A S 8] A 28 2R T,
RS BT S B bR DRI o 4 B — b RE 68 15 1V —
JE B G 1 s T RS T 0k o AR ST A B A
W PF I Ml 5 AT 25 08, BT e A 2 & [ 1 T
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SR HC TR A, foc i T3 = 5 A TR I O A 45 SR
Xt (6 266 ] A U 0 ARG o SR A R R WL T ik
FE A YE B 3t X 7] — o RN [ 26 R0 AN (] A A [ iR
A A SB[ BEAT A, B — 5 1
M E .

HA SCHR B J7 3 M A7 A A, WX Linksys
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