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[ Abstract] In order to realize the communication detection of the Advanced Persistent Threat( APT) , this paper presents
a detection method for server-side and host-side log data. It makes the establishment of IP address database and uses
DBSCAN clustering algorithm to collect and deal with the massive log data to get abnormal communication log. The
abnormal communication log is detected by using Latent Dirichlet Distribution( LDA) modeling of the 14 communication
features of APT. Experimental results show that LDA modeling improves the efficiency and accuracy of APT
communication detection compared with Latent Semantic Analysis (LSA) and Probabilistic Latent Semantic Analysis
(PLSA) detection models.
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