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White-box Traceable Attribute Signature Scheme
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[ Abstract] Attribute-based Signature( ABS) protocol has the property of anonymity ,and its private keys are not band to
identities. Malicious users might make use of this to leak their private keys for financial benefits. Therefore, this paper
proposes a traceable signature scheme, which allows the system to break anonymity and trace the identity by the leaked
private key. Acryptography model of attribute-based digital signature protocol along with white-box traceability is
presented. It achieves white-box traceability by injecting Boneh-Boyen signature algorithm into private keys. Analysis
results show that the scheme has provable security of unforgeability and perfect privacy, and its time complexity differs
only one comstant from the current best traceable attribute signature scheme.
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