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Application of Entropy Visualization Method in Malware Classification

REN Zhuojun,CHEN Guang
(College of Information Science and Technology,Donghua University , Shanghai 201620, China)

[ Abstract] Soaring malwares threat the security of information systems. For increasing identification efficiency and
improving response speed, this paper presents a new malware visualization method for classification based on Shannon
entropy ,Jaccard index and K-Nearest Neighbor( KNN) algorithm. This method transforms binary files into entropy pixel
images by computing the local entropy values of samples to show the inner features of malwares directly in the visual
mode, and uses dimension reduction for display to accelerate the process of similarity and classification analysis.
Experimental results show that the method is quite promising with 93.67% classification accuracy on 664 samples named
by Kaspersky of 66 different families, it can classify malware families effectively.

[ Key words] malware; visualization; pedigree classification; information entropy; Jaccard index; K-Nearest Neighbor
(KNN) classification algorithm
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