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Fast-Flux Botnet Detection Method Based on Domain Name System Traffic
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[ Abstract] In a botnet,to maintain availability and invisibility of servers,the IP address of Flux-Agent associated with
the domain name is changing constantly, and the blacklist policy is no longer effective in preventing Fast-Flux botnet
attacks. In order to solve this problem,based on the analysis and recognition technologies of domain name system traffic,
a new Fast-Flux botnet detection method is proposed. The method can detect the botnet using Fast-Flux technology in the
Internet, which is not confined to the analysis of suspicious domain names from spame-mails, click fraud, or blacklists.
Experimental results show that, this method can detect Fast-Flux botnets with higher accuracy, and help to give a more
perfect blacklist.
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