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Network Fault Detection and Repair System Based on SDN Architecture

XUE Huawei, WANG Baosheng, DENG Wenping, GAO Xianming
(School of Computer,National University of Defense Technology ,Changsha 410073, China)

[ Abstract] Detection results of the fault detection method based on machine learning or Bayesian network are only based
on the inference of probability or historical information. Therefore, it cannot be applied to the fault detection and
automatic repair system. Aiming at this problem ,this paper proposes a fault detection method based on production rules.
It makes the known failure be automatically issued and the unknown failure be notified to the network administrator
through alarm form. Meanwhile, it proposes a self-adaptive polling algorithm to further reduce the overhead of the system
without losing the response time of the fault. Experimental result shows that the proposed method can reduce polling
overhead and control message exceptions effectively.

[ Key words] fault detection ; production rule;state collection ;event notification ; self-adaptive polling

DOI:10.3969/j. issn. 1000-3428.2017.11. 007

0 i PSS SR PN S U SN

BT I 4 SRR A B R T

Wi LR P 0 A g, ORI 22 L 95 ORI e (ER W45 SR 0 i i 5 s £ L — R A AL

CHLECI o+ 7R, ELRRITR AR TG 07 5 A g e g BB, O LS B X AT U B

LA SR 57 R AT AL 55 DL ST o o R R B0 0 R S IS

SV A TABRIE, Mt SEIAVIE A 200 g 0 0 6 0 B 6205 P
H I I A WO R . R, A R B o ‘ T

2
H
2
H

‘ i S L
e 482 Bt B R UHCT 3 B
o R S L 4 1L i B R R 54 9 4 4R 6

BT BEE AT JLAN R T R A R T MR MRS AR IO 1 3R GE T Y, 1M 3 ik
(L6 TE M 2 B, B, 0 (R O 2 1 % g IEBCRRRRIIRG SR Ve, HRTAT B2 B, R
A7, 75 PR AR 75 R 0 R I R IR EATIE M VR T PRE RIS R i + R 3 26, Horh,
652 , S 2 By T P A — S ML T I 1) R0 DB R 1 L RLAE

FUAD, B 583 C 42 O 0 A0 0 26 o R A I O A k] Ji) 00 an o 58 ) ] AL 5 3 2 0 RO S 2 i

EE B B (1991—) 55 8L AR5 A, ERF 7 0] 30 o8 SO 2% (I 46 48 B s £ 52 A, 3808 5 R SCF, B BRI 9 0% 5 s e ), Tk
W F5 H HA :2016-10-09 {&[B] H #9:2016-11-18 E-mail ; huaweicanfly@ 163. com



FHAa43 O FH 11

FEAE B, A RSO, A5 T SDN U 19 2% ik B ) 5 18 SR R 48 41

VAL AEAF A6 AR B sy 7 10t TG v & 3% 3 4 3 0 1 ()
RO eI + S Y TR — o AR EE B AT LA O
1 B R A e 7 B () ] R {EL A SR AE AR B i
A Hp 2% AR S AF D, 38 B AR o 1) R 48 0T 4 AN 4
FOFH

BEXE b 3R o) B, AR SO T B T 3O S0 W 4%
( Software Defined Network, SDN ) Z2 4 fi{) % 4% ik f&
il 508 52 2 g0, ok R EE T A OB iy o7 =Xk Ay

BRI, T S5 B0 X 2 R e £ A 5 A 0 A A
BELIT . Besh, b Bt — P A 0 48 i 05 5, 7R 38 i AR
238 T AR 3 ot ) 57 ] 22 [ A 2 44

1 MEHERNSEE

RU ARG % T SDN JEAH, Bl R B B4k
Mt AR, oy 4 2 T 5 R 1
2, BEE . ZRGH B IE 1R,

g P
F PN N
<4
O UL S LRAPEAED
'\ AY
el FLag
W% )2 g N
6 BRI | | BRI N \
A
B API |
Fe il i \
R RSRES K ‘
MgRASEIRIG | FFHMERRE = > ‘ e
M T LSk B R BB IHERR it
e — G
m@%uw%j AR 1B
W% B b W% % 4 W b
Agent Agent Agent
- EARN t AEN A
R EY N R R HH O RE R B - R
» 4 » 4 » 4
FAIEITIORAS W X FIEITIORAS W2 P RGBT W% X

B1 REREEA

RGPS A BRI DI RER IR AT -

D) P ISR 02 5T 4 7 0 245 i 4 B B
CRTRIRERE S B R SRR s & R e EE S,
U HA BT S5 s MR O B PR AL
FARRENL MR rf il Rk I 4 AR 3 o

2) M55 )2 o I I 5 VR T e R FY) AP O HEAT
ol 55 R g S B 0 b A R £ UG G 0 A R ) g
B i AR AR R APL, BB 2 8] AH A 37

3)FEMZ o ZRERALE 3 A>T REH: 4R 2

JORR HORIHE W PAAT R B, 5 o R 0 i LA e 1) 2 4R
AR AN L R o 45 4R 25 2 B0 TR O i
PATRLH ST AT 55 2 R AT APT, 3R BB 7 )2 19
W ZIR A A S, FHH A5 B AT 1 21 I 4IRS B 1 v
PO 2% 4 o A 0 4 BEAE AR 0 19 28 RS e R R 5 R
H L G 2E AT 23 Bt , 15 HH A 1) 12 IR 45 2L, 9 X
RS AR Al e 2 R R 28 4 Wi e A S SRS ey o 2%
RS S TR IR LT3 W PAH T A58 B BHA T 22 4 5 e it
e, BARMEBRAR W 2 Fin .



42 12 N - A ] M D 2017 411 H 15 H
PR, BIVOF L 200 B R AT B TR

B 1 5 % 5 LA B 45 5 ol ) 2% 5 0 4l

— B AT o AR K — S AR A, B A

o IO 46 34T 50 D 4 3 o AR R I 45 5 5 A L

20 0w B, A D A L 5 o 7 R R

LI, 885 HEAT 12197 45 TR, 336 i 7 5 S (L3 W7 1o 5 1L

EiEs 9 all |

Dt R BRI, A
BB BGSRNH RLIY % AR

B2 EHERLERE

4) AR . TS RBOM 4R S A B O
X6 ] JO7 P PN 245 IR TS R A T IE B o A )2 A o 2 T
B Ia) % 0B O HE AT 08 {F, W E LAY CLI, SNMP
NETCONF %,

2 ETFHFEXMN SRR TTE

ZA G4 AP R B e 7 A SO AT,
i) 5 SCRISE B ™ A s %) 2R 48 28 R 2
2.1 AR

AN R A A R G — A A
I H O T A SR T P i B R AT O AT
il o 7 A ORI Y I 3 A0 R A% 1R B AT AR R
AR RIS BCE AR A SR AF AT DL 2 A
SCALAS A AL A 2 A P A 2 A 1k
Je BT 3 20 i, R BBURH B 1) Bl A s A R L
45k

7 SR B8 IAT 3 A S B b i 2 AR A 4
M 32 AT 7 A O SR AT VG I A s A 3L g
ARV BC AR AR 2 A R o DU R 2 A
e £ 110 190 2% 0K 2 A B 5 7 AR SR B 2 1 2t AT
DCHC, fn SR N R A% PR U BROAT S T 2 98 B
A .

T 0 45 14 0] FE PR D T8 25 A 2R R R
11 A B R Y 12 B 6 5 TR 1 B E

L T ERNTTIEI Y ST N R B o T A N ol
IR DA TR A R R
2.2 FEAHMNMEFESTE

W H AR AR 2R g U2 TR < R > B0E
<Hi$E > ,THEN < 25 > 80 % < #:4E > , i H AND
Ml OR B EEST S 2K HATER., W IF
(A AND B)OR C,THEN D, |4 A I B [w] i3 /2 ,
sCE C Ul 2 I, 13 4598 D B0 07 D 4k, Horp
A B C J2& [ 25 bR 25 B3040 P o ) B4 o

At 7 28 SC e A OB b, SR IR A9 9B 28
AT A 1 2 48 51 AN value 41 A%, value & 5%
PR e an A VB C 4, AR A 48 10 1Y AR
B, value Jy2s A 15 gl lA]l & AND G &, WL o575 5L
[ & OR X R # LB 4 L&, B M 135 JUA76f
TG LA oA i HL AR — SR

Fie 1R g SORE = A AN AT A6, B B 51 3
FE7R B AR A5 1

»g
73
T

L

=Ll e

B rmey —

B3 mEXARNEFE#EEN

Wi 4R e o0 285 R 2 R A ke e A I A 5 A S B 2
X R AEAE R (1 — A DEPC ok #R BN B3R X B —
AN AT IR T, an R E BRI T, B | b A
Or AL BBV T I 23 SCRAT 58, BISE R TR A M 4
AR BB RR A A, X HE 520 S — A~ 52 BIR A A 1Y TR
DLt Py i 3 7

WP, ~ P, RIS — DT S n AR, N R IR
RIS AT 8NP e 1R B A AR
Bt i, je [1,n], Stack S B AU 45 44, 38 AR
AR

1) 388 P R 51, 8% No P, ~ NP, IR AR



FHAa43 O FH 11

FEAE B, A RSO, A5 T SDN U 19 2% ik B ) 5 18 SR R 48 43

2) B AR TCE NP,

3) JIE NP, 45T HY N, 5 5 A R T A
SR T S BG4 A value , U 4
W 8, K 2 25 R R0 2 BN
75 00 7 DS i, 01 55 DG R B U3 ] 2) g
R SHLKE NP, ~ NP, IR

4)YTH 2) 3) B Ak B EURE 2, B 52 B 90
R 25 1 B R

T T R AR B TR B O 5 0 | I
)5 2% 0 e i 0 (n®) 3R oR R A
Bt

3 HENRWEE

SRy U 7 S VR g/ s ) R 0, B
WA RS TR o TR R G TR B
LA AT P 50 i i 7 B ) A AR AR o Ay R DR 3K — ) A, A
SCHEH T O R R B, DAk B AR GO A Rk
M i A ) 2 J61) 1) 359 4

FL 38 I 48 TR0 AR TR 5 SCoh R AR R 2 AR
B R T, 4 e sk T T, (e T, <T,) , &%
DT Sy 5 Br A8 F 56 98 891, K DT 91 G4kl T, 8%
Ja AR R 2 RS AT B AR DT(DT e [T,,T,])

Vi BT 0RO v B, B R B R A
mr:

1)4 DT =T,,i=0,

2) 3B DT i Ji] 5 B 26 R 25 08 47 K I, 45 TG
WO A N i+ + DT + =i 5 A RBE A, i =0,
DT =T,,

3) R DT>T2,mUé\ i=0,DT =T, JEE2),

R F b 3R Bk AT DARE S % 90 JR 0 5N S Y
Jin) L, 7 00 28 MR 25 R g1 00 30 1 A e 16 A 0 1)
I Fh T P 45 s A B R E 1 TR DT A 8(E
ARETCHRAE R, 24 DT W EUE L T, 6 DT &%k
T, LAPRAIE 199 28 Wi B3z g 1 5 B

4 ZBWE5WIE

AN T 3T SDN ZLH (1) ) 245 b e I 5
1652 S ZR G5, I X8 L S i G V0 I () SR W T i I ]
e AT I I, AR JE o A DR T B% 4% OSPF
Router-ID fe B ik 5 48 A &Pk
4.1 SLIGIME

RV AL R G, WZ R G AR N N AT T
TR E, EhERNGETRELE -G OWRE RN
2 Gb/sH IBM x3650 iR 55 2% I, Agent {3 5 358 B 7E

2 el 15 PAY 114 A 0 4% 8 L A o i A R 4% 8 9 oR
MEERE D AT, AR 2 G2 ICA B K%
AR BE WAE R VLC 1% 7 i 1R 55 i ik 47 52 L,
19 265 308 15 155 D0 , S 95 4 F I 18T 4 s o

VLCHR % 8

s
B4 B
4.2 REKERE

A I A A I [ 2 45 0 4% S B ) B R S
i F) W 25 SR O 58 B R 2% S w40 B B I ) JE]
P o ASCBLE T, 045 min, T, 24 30 min, A, 52
B git 7 30 YOS H R I (], HLSC g A5 R A S
Fs o

30 ¢

SE 0 teee

0 RN ." eei ]

) R
1 5 10 15 20 25 30
FEWH

B S5 RE&NEE

T 3 S A AT S ARG DU B R) AT R S ARG U s
[E] 73 A 7E 0 min ~30 min, 3X B 1% & 8 K £ 15 B A
SN SIRTANAE R T 1 W 7 = ol B N N 51
30 min, B 28 231 Jo b R EPE 25 WG 5 B/
[i) 2 DI & A= e et ik 0 46 R JR . SR A5 SR SR B,
A0 A ) S B O R ML AT LA RO e T
4.3 REETARE

FEME T B[] 2 8 A 2 3] S5 8 B AT N R &
AR MEAE I BB A5, IF 3R [ PAT AR S i 18] 18] B
ARG T 50 ORISR I E], SE g 25 SR AN 6
FIFR o



44 22 I < S| R B 2017 4 11 J 15 H
3.0 5 z:él:ﬁiig
2., ASCHR LT SDN i I 4% i b A6 0 45 45 2 R
P + e S5 3 3 5 T e A B0 f e A 7 5 4R T
£st Bk B P IR AE T IR RS SR A
z HiL AR T T TR R R O R BN T S R 3 5 G ]
o W, R — S0 Ak 58 1 K SC R B I T R, K L

' 25 A1 D) 44 95 BB P AT BT

ool L

6 KT & Bt IE

SIBURS ML 87 IR 1 - 3 N N[5 IS 4 i
R TFAEF 0.3 s, X 2 i T4 i 8% 5 k2 #& /g
AT 2% 158 #5 AN L 8 A 2 HEAT AT 1Y, BIEE IF A7 $h
TH9,0.3 s BRI SRS — 6 MBS T K — %0
A I I H SRR T R R EAEE 6 hRIA KA
R D TR A S R R A R, BOSR S Y R kT 4
ZAMBRE T REZ KA. M — A
B, #5 & B 2 A~ s B 45 19 OSPF i B kK A 7 5 5
W A E S £ Gl A8 N & OSPF J3 3 ic &
s
4.4 OSPF Router-ID ;13

R R J5 7R % P o a5 VLC BN VLC
J% 55 5 AR BUORR A9 3 486 T, AT T iZ 1T L R G ml G
PR G e SC % Bl B TR R AR AR B, AR SCE it
wireshark 3¢ 3 CIZ A i A 4 SCE . wireshark 2 B
MR SCHEITEME 7 B, ATLLE H, 7E 700 s ~
1125 sz [a], 4% i 2 SC B A7 B G, B 4% 4k F i
router-id {1 58§ i 5 B AR E R A, AELE B
37, 1074 sHFBIZ RS G, 1 125 s DL 5 98 i
SCORFFIEH  BNZ R GEAE 51 s PRI 2 58, (FL
H4 50 s T E R RE L) T kL LAk iiTT
TS RME R L KRS T RILTHAE ST s 224
B[], 3X & A Ol Router-id s S AR 245 — A
W& N R — %A R a], Ul B9z & S e A &0

EL A%
JT 1 o

500

&/
X 250
B

L b

700 800 900 1000 1100 1200 1300 1400
B H)/s

7 PSR R T

(1] A & Wi meENSHNEARPFEI[D]. /Mot
A O B TR 2 ,2006.

[2] EBEF, SIS B2 WML KRR E M=
BELT] R HLLR S R, 1998,34(12) :33-35.

(3] 2@, BT K, 28 B4, . ULk J0r ) 4% 21 ipy e HoAE
WA 2 W B B [T ] v B LA AR, 2003,
14(10) :896-900.

(4] BHATTACHARYYA S, KUMAR R, HUANG Z. A
Discrete Event Systems Approach to Network Fault
Management; Detection and Diagnosis of Faults [ J].
Asian Journal of Control,2011,13(4) :471-479.

[5] DAWES N, ALTOFT J, PAGUREK B. Network
Diagnosis by Reasoning in Uncertain Nested Evidence
Spaces [ J ]. IEEE Transactions on Communications,
1995,43(2-4) .:466-476.

[6] CHENGCAI M, XIAODONG G. Fault Diagnosis with
Fault Gradation Using Neural Network Group [ J].
Systems Engineering and Electronics, 2009, 31 (1)
225-228.

(7] RA MM BT KB R R 2 R 3
0T]. RGE ST R %2440, 2005 ,45(s1) :73-77.

(8] MhuIpH, &0, 3 Sk B D SRR 110 90 2% i o 12 I
BTRASE I [T]. 5/ P TR, 2008, 34 (22):
215-217.

(9] DINIP, BOUTABA R. Deriving Variable Polling
Frequency Policies for Pro-active Management in
Networks and Distributed Systems[ C]//Proceedings of
IFIP/IEEE International Symposium on Integrated
Network Management. New York, USA: Springer US,
1997 :541-552.

[10] JIAO J, NAQVI S, RAZ D, et al. Toward Efficient
Monitoring [ J ]. IEEE Journal on Selected Areas in
Communications,2000,18(5) ;723-732.

[11] DILMAN M,RAZ D. Efficient Reactive Monitoring[ J].
IEEE Journal on Selected Areas in Communications,
2002,20(4) :668-676.

[12] Bk 8,2 BE. S PR &% i 0y R 2 A 5 R BF
1], E A I & 4 AR ,2007,26(7) :8-11.

[13] ZHAO S,DILLON T S. Incorporating Prior Knowledge
in the Form of Production Rules into Neural Networks
Using Boolean-like Neurons [ J ]. Applied Intelligence,
1997,7(4) :275-285.

[14] JAIN S,JAIN N K. Learning Techniques in Extended
Hierarchical Censored Production Rules ( EHCPRs )
System[ J]. Artificial Intelligence Review,2012,38(2) :
97-117.

[15] Zfse. R, 2 &V, % ST MA 3R E
FELIT. A4k ,2014 ,25(1) :118-134.

giiE HEE



