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[ Abstract] At present, the evaluation methods of mobile application mostly focus on the association mining of the
vulnerability collection and malicious sample behaviors, which is difficult to cope with the rapid increase in mobile
applications. Aiming at this problem,based on the attack graph, this paper takes security loopholes and attack threats as
node and establishes a mobile application security threat assessment model. It makes the mobile application vulnerabilities
and attack threats interconnected based on the relevance. At the same time, it considers the quantification of the
vulnerability risk value and the impact of the relevancy on the assessment results when evaluating the security threats of
mobile application. Experimental results show that this model can improve the accuracy of mobile application security
threat assessment,and can be used for large-scale mobile application model building with good scalability.
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