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[ Abstract] Cross-site Scripting ( XSS ) attacks pose serious threats to web applications. Before the application is
released , detecting them can effectively reduce the risk of vulnerabilities. Aiming at the problems in the current detection
of cross-site scripting, such as missed reports and false alarms, a dynamic detection method is proposed. Based on the
basic candidate element library of attack vectors and the initial attack vector seed library, an effective attack vector
conforming to the output point type is automatically generated during the detection process. According to the detection
result at the current moment, the priority of the attack vector is adaptively adjusted,and all the injection point attacks are
performed , after finishing, it traverses the entire site twice to check the vulnerabilities to be discovered. Experimental
results show that compared with APPScan \WVS, this method can find more vulnerabilities.
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