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[ Abstract] The existing network attack model is not accurate because it does not consider the time cost. Therefore , an
attack path generation algorithm based on time cost is proposed to eliminate redundant paths by analyzing the cost weight
of attack path. Through the identification of redundant path nodes, the inaccuracy of node confidence calculation is

avoided. Experimental results show that the algorithm can effectively eliminate redundant paths,improve the accuracy of

node confidence calculation and achieve the optimization of attack path.
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Wl NABGHERNRT KRR AES
. «—~BNWAG , TRS« ¢, STEPT,«¢
-FOR (R4 S AMNT ¢ ER A — D w28 M)

- 1E BNWAG R 57 6 MAAFTERE R R M H M,
.IF(e,_; e (E)

IF (I3 2 S ACe, ) <O
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.ELSE
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.END IF

10. IF(Sf A MBI Z A7 7E AND KR )
.TRS,,,«~TRS, U { ti\1n 1
12. ELSE

13. TRS,,,«<TRS, U it} TRS,,,«<TRS, U {t_,|
14. END IF

15. END IF

16. END FOR

17. STEPT C TRS

18. i i3 TRS, &R T A HRE N Ot

19. IF STEPT, AN N5 46

20. RETURN STEPT,
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B E L I(v;) <1, 520079 B4R RS R e 1, Y
BEAERRERT , 7 S5 W X B9 IRy False, Y #Y HU(H A
True, SR o FFEATARE , IXAE DRAIE T il R i 2 B e
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3.For(M 1 ~m)
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10. ELSE IF(X e T, )
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12. ELSE
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15. ELSE
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17. END IF

18. END IF

19. END FOR
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25.END IF

26. END WHILE
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W k2 IR R B A A
Jo, M4 Bo il B BNWAG 13 3| 19 g 4 4 7 p,
44T ~ 5 20 AT N REARS B A i A, 5 6 AT

8 47 A I PR R B AT O 0 B RE AR B UM



190 D2 - N ] A D

201848 A 15 H

False 2% 7 17 .55 11 A7 BOFRIEEF 0 1 WA
A BB True, 55 14 17 X ZAH T 050, 45 AR
Sy AL, 565 16 17 4 AR M A, i BEOAE 32 03 A
P(XIPre( X)) #FATHlAE o XAELRIE T A 2 £ 52
i HEAF I, 9 ABE 38 0 A R AT
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A AR I OC R AR AT R, 4 0 MRS KO A
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Wl VoA ERES
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4.1F Q e STEPT,

5. AbandonChangeSet( STEPT, )
6. ELSE
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8. END IF

9. END FOR

10. V, %4 TRS, B W [ 8 K51 Y

11.RETURN V,
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JF(Q ARITEE R YAL, = O)
VeV UY

.ELSE

. AbandonTransitonRelation( Q)
.END IF

.END FOR

.RETURN V,
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