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[ Abstract] In the wireless nétwotk ‘environment, applications of blind signature ‘such as‘digital cash, digital voting and
digital invoice protection are challenged»by limited transmission bandwidth, weakytransmission capabilities and poor
computing performance/©0f ultra-low-power devices. To address the problem, an/efficient short blind signature scheme is
proposed. Theascheme “simplifies the blinding procedure and signing processymand its security is proven under the
Computational Diffie-Hellman ( CDH) assumption and the random oracle model. Analysis results show that compared
with other similar typical schemes,the proposed scheme reduces the ‘ameunt of computations and the length of signature,
making it applicable to scenarios with limited computational capabilities and transmission capabilities.
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4.1 HEHH
B AR SO % 5 R 56 SR () 25 44 O R R AT AR KT
FUY L 1 R, e M EOR G, bR L P
TR WLMEXTIZ5 E FRR G, YRR H 1 FRR
7, HERE S H FOR B .
®1 HEHELK

S %4 Liana 5 % 1 B /bit
SCHk[4] 7% IM 1P+ 1M 160
CHA[10] 7% 3M+1H+1P +11 IP +1E 320
SCHEk[12] & 1P +6M 2P +1E 320
XHE[13] & IM +1E 3P+1E+2H +11 320
SCHk[ 14 ) % 3P +4E +4M 2P +1E 320
SCHR[15 ) & 1P + 1M +41 1P+11+1E 160

AR FE M 1H +2P 160

Hi % 1 Al LUFE M« A5 2R 36 TIE 25 24 W8 R
Jr i, AT R BLS WA A G R HAMIE, 5
Fo J7 ZEAH HE R B s AE A Ty L IR B
160 bit {5 i 2 1 i 7 R UK ok 0 it A S
7 G %4 B NL60 bit, 5 BLS R4 4 7 K A
AR, 5 SCHR L4 AS 7 5209 %6 44 KA TR, 1 -5 3
BRL10,12-14 ] 244 5 SE ARG G B8 500
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AR SC LA S 3H AR R 2 SN BT R — A T R
C 15 5 J% ( Pairing-based Cryptography library, PBC)
R, B AE RSN 64 {ii Windows 7, CPU 2f
Intel i7-7700 3.6 GHz, F Hg 4 H270, NAF N &
Ll DDR4 2 400 MHz ) 552 56 5t v ] 350 B 355 W 52l
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P2 u,veZ, ,Tfﬁ V=Ygl A =uh +V,
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//BALAE

sign_start = clock( ) ;

element_t h,u,v,V, r,uh;

charm[ 50 ] =" SignMessagexpp20180218163438" ;

element_init_G1 ( h, pairing) ;

strcat(m,IDU1) ;

element_from_hash(h,m,strlen(m) ) ;

element_init_Zr(u, pairing) ;

element_init_Zr( v, pairing) ;

element_init_G1( V,pairing) ;

element_init_G1 (r, pairing) ;

element_init_G1 (uh, pairing) ;

printf ("2 Z B :\n% s\n\n" ,m) ;

element_random (u) ;//3EEEREHLEL u

element_random ( v) ;//EBEREMLEL v

element_mul(U,u,g);//it% U

element_mul(uh,u,h) ;//3}+% uh =u * h;

element_add(r,uh,V);//itH r=u+h+V;

R AL E 0 L3075 4 2 B L m %5 4,
SHACHE . B 2 X B “ SignMessagexpp201802
18163438 45 4 Ja W 45 3%

=u* g

B2 XER#HITH

EERHSE
X E AL G 1% 4 AT e AR, BRI R

fis , Hod S il B
// R E Ak B
element_init_Gl.( S2, pairing) ;

UNL R

element_init_G1 ( temp, pairing) ;

element_mul(templ ,v,yA) ;//templ = v'yA

element_sub(S2,S1 templ) ;//i15 S2 =S1 —v = yA;

element_init_Zr( w, pairing) ;

element_init_Zr(inv_u,pairing) ;

element_invert(inv_u,u) ;//3K u fyi

/R ES S

element_init_G1( S, pairing) ;

element_mul(S,inv_u,S2);//3# S=U0"-1 % S2;

sign_end = clock (') ;// 4% g it it

element_printf("S = % B\n" ,S);

SOTEAETE RSN (m, S) WA T

ZN ,B’ﬁﬁEm%ﬂDl’é—l 3 R

/RS 4

element_t left, right;

verify_start = clock( ) ;

element_init_GT ( left, pairing) ;// %5 £ 41

element_init_GT (right, pairing) ;//% X £ 41

element_pairing ( left,S,g) ;

element_pairing ( right,h,yA) ;

verify_end = clock () ;//i5 47 #E 1

double verifyTime = difftime( verify_end, verify_start) ;

element_printf("e(S,g) = \n% B\n" ,left) ;

element_printf("e(h,yA) =\n% B\n\n" ,right) ;

/A
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if (1 element_cmp(left,right) )

printf (" UEAL TN ! \n\n\n" ) ;// A £ A0 A
printf ("4 Z M E m:% s \n" ,m) ;

printf (" B K % d \n" ,strlen(m) ) ;

printf( " & 44 4= FERT : % f ms\n" ,signTime) ;

e(S.g>=
582403611770656699842619673393418089185723611479913416624564
138383693606593721630146729228191827259746871894576377112569
2591371263844383210172860925681964418498855722960718346180%94
eCh,.yAd=

582403611770656699842619673393418089185723611479913416624564
138383693606593721630146729228191827259746871094576377112569
259137126384438321017286092568196441849885572296071834618094
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