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Control Flow Authentication Scheme for RISC Processor

LI‘Yang,DAI Zibin,LI Junwei
(Jnformation Engineering University , Zhengzhou 450001 ;China)

[ Abstract] To enable RISC processoryplatforms to detect code reuse attacks, this paper proposes a hardware-assisted
control flow authentication scheme' for RISC processors, integrating Contro}”Flow “Integrity ( CFI) mechanism with
dynamic remote attestation protocols in trusted computing. Based on open-source RISC processors, the scheme extends
hardware monitoring/units, that are tightly coupled with processors, and gives an attestation protocol of the control flow
authentication scheme/ It also designs a hardware encoding method for execution path tracking to compress information.
Experimental results 'show that compared with the C-FLAT scheme, the proposed scheme can reduce transmission delay
and resource consumption,and can ensure trusted security of control flows in RISC processors.
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