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A Differential'Privacy Protection Algorithm Based on ExtraTrees

LT Yang,CHEN Zibin, XIE Guangqgiang
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[ Abstract] To improve'the prediction accuracy and reduce prediction error undér the same level of privacy protection,
this paper proposes a/differential privacy protection algorithm DiffPETSs /based ‘on”ExtraTrees. During the decision tree
generation process, the result value of each feature is calculated according to different criteria,the feature with the highest
score is selected by the exponential mechanism and noise is added on the leaf nodes through Laplace mechanism,enabling
the algorithm to provide the-differential privacy protection./Then, this paper applies DiffPETs algorithm to the
classification and regression analysis of decision tree. For .classification tree, Gini index is selected as the availability
function of index mechanism and the sensitivity of Gini index is/ given. For the regression tree, variance is taken as the
availability function of index mechanism and the sensitivity of variance is given. Experimental results show that compared
with decision tree differential privacy classification \and fegression algorithm, the DiffPETs algorithm can effectively
reduce prediction error.
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Table 1 Experimental dataset information
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