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[ Abstract] The network covert channel is a communication channel that establishes secret message transmission between
different hosts on the network by utilizing reserved , optional or undefined fields in the network protocols. HTTP protocol,
as one of the most commonly used protocols on the Wotrld> Wide” Web, becomes a good carrier of network covert
channels. In order to effectively detect the HTTP protocolébased covert channel, this paper proposes a covert channel
detection method based on Markov model. Taking Host, Connection, Accept and User-Agent as keywords, this method
establishes the Markov model of data packet and calculates the state transition probability matrix of this model. The
relative entropy between the data packet to bestested and the normal data packet is used to determine whether the covert
channel exists or not. Experimental results4<show that when the abnormal data in the covert channel exceeds 70% , the
detection rate of this method can reach.more| than 97% .
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Fig.1 General format of HTTP request message

- Hypertext Transfer Protocol i )
+ GET / HTTP/1.1\r\n | § )
Host: www.baidu.com\r\n
connection: keep-alive\r\n
upgrade-Insecure-Requests: 1\r\n
User-Agent: Mozilla/5.0 (windows NT 10.0; win64; x64) ApplewebKit/537.36
Accept: text/html,application/xhtml+xml,application/xm1;qg=0.9,image/webp
Accept-encoding: gzip, deflate\r\n
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Fig.2 HTTP request.packet captured by Wireshark
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GET / HTTP/1.1
Accept: */*
Accept-Language: en-gb
g?ﬁ?&i Accept-Encoding: gzip, deflate 111111
User-Agent: Mozilla/4.0 (compatible, MSIE 6.0)
Host: www. google. com
Connection: Keep-Alive

. GET / HTTP/1.1
TG HEF  Accept-Encoding: gzip, deflate | o |
B User-Agent: Mozilla/4.0 (compatible, MSIE 6.0)
% Host: www. google. com ;
— S GET / HTTP/1.1
L 1 Accept: */% -
?ﬁ Accept-Language: en-gb
X Connection: Keep-Alive
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Fig.3 Principle of parameterized covert communication
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Fig.4 Detection process of algorithms herein
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