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[ Abstract] Fully considering the influence of uncertainty of evaluation information on evaluation results,an information
security risk assessment method based on D-number Analytic Hierarchy Process( D-AHP) and grey theory is proposed.
According to the relevant industry standards, the assets, threats, vulnerabilities and existing security measures of
information system are identified, the evaluation index system is constructed, and the hierarchical structure model is
established. The D-AHP method is used to calculate the influence weights of each index to solve the uncertainty problem
of the evaluation information. In view of the grey characteristics of insufficient information resources in the evaluation
process ,the grey theory is used to solve the grey evaluation matrix. On this basis, the information security risk is assessed
comprehensively and the assessment results are displayed intuitively. Analysis show that this method can use uncertain
information for risk assessment and provide reference for formulating targeted risk management and control strategies.
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