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RPL Routing Protocol Based on Trust Mechanism and Rank Threshold
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[ Abstract] The RPL routing protocol is a lightweight distance vector routing protocol in Internet of Things(IoT) , which
is vulnerable to Rank attacks, causing normal communication between nodes to be significantly affected by serious
network packet loss. In order to detect and isolate the malicious Rank attack nodes in the RPL routing protocol, this paper
proposes a security RPL routing protocol based on trust mechanism and’ Rank threshold, Sec-RPL, which introduces the
detection and isolation technology of malicious nodes. Based on the fact that malicious attacks on nodes will lead to a
decrease in the trust value,Sec-RPL filters the normal nodes and suspected malicious nodes preliminarily. Then the Rank
values of suspected malicious nodes are compared with the threshold of Rank,and the nodes with a Rank value lower than
the threshold are isolated as attack nodes to achieve optimal routing decisions. Simulation results show that the Sec-RPL
routing protocol has excellent performance in the success rate of detection, packet loss rate, and false alarm rate. Also, it
consumes fewer computing resources and has higher security than the OFO-RPL and original RPL routing protocol.
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