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[ Abstract] To solve the problem that existing Authenticated Key Exchange ( AKE) protocols have high computational
complexity and cannot resist quantum attacks, this paper proposes an AKE protocol based on R-LWE problem on lattice.
The KEM scheme constructed based on R-LWE problem is combined with the digital signature algorithm with the
message recovery function to achieve authentication,and the Peikert-type error coordination mechanism is replaced by the
encrypted construction method to obtain the random and uniform session key. Analysis results show that,compared with
the protocol designed by BOS, et al. , the proposed protocol has lower computational complexity, significantly reduces
traffic ,and effectively resists quantum attacks.
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Table 1 Efficiency analysis and comparison of AKE protocols
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