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Bit-based Integral Attack on LiCi Algorithm
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[ Abstract] To analyze the current ability of LiCi algorithm to resist integral attacks ,this paper uses the bit-based division
property and the MILP search tool to search for the integral distinguisher of the LiCi algorithm. The obtained longest
round of integral distinguisher is 12-round,and is used to perform 13 rounds of/integral attacks that can recover 17-bit key
information on the LiCi algorithm. The data complexity of the attack is about 2 | the time complexity is about 2' times
of 16-round encryption,and the storage complexity is about 2*'.In order to obtain a longer round of attack results,a 10-

round integral distinguisher is used for 6-round backward attacks,and a 16-round integral attack is performed on the LiCi
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algorithm. The data complexity of the attack is about 27", the time complexity is about 2 "~ times of 16-round encryption,

and the storage complexity is about 2'"

. Experimental results of integral attacks show that the 13-round LiCi algorithm
cannot resist integral attacks.
[ Key words] lightweight block cipher algorithm; LiCi algorithm; division property; Mixed Integer Linear ( MIL )
programming ;integral attack
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Fig.1 Single-round encryption structure of LiCi algorithm
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