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[ Abstract] To authorize others to deal with encrypted mails and¥enable the search of encrypted mails in an encrypted
email system,this paper proposes a proxy re-encryption scheme/that supports keyword search for email systems. In this
scheme, searchable encryption technology is used to search/encrypted mails, and then proxy re-encryption technology is
used to authorize encrypted mails. Security certification and efficiency analysis results show that the proposed scheme can
better resist tampering attacks and keyword offline guessing attacks. At the same time, under the standard model, it is
proven that the scheme respectively meets trapdoor privacy security, keyword privacy security and ciphertext privacy
security in the determination of the Diffie-Hellman problem,the Decisional Bilinear Diffie-Hellman ( DBDH ) problem,
and the Quotient Decisional Bilinear Diffie<Hellman( QDBDH) problem. Compared with the dPRES scheme , the proposed
scheme reduces the time cost and improves the efficiency of search and decryption.
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B 1 O,

4.2 PAIRBRIARE

EE2 R DDH [n] 81K M, AT F
Al UEIAERAT] B A,

ERR R AN & Ay BRI ¢ ok
AT (g i +Gvee »$) S VIFFFERR IR B RBLALH L
ffte HDH [n) @81, i H, \H, H, & %l 8 i) iy vR
B, H KRR 2 2565, SRR R FE T TR ECR 9,

e’ q i T Mlbec
e(1+qy) |

W, Hhe=
i 25 Pk ks B =1~ HDH S| (g, M =¢g“ N =
¢ A) eG il a,bez BRIk B H I E
A =g T R A Wk AU
RGE PE B R HLEL a4 .a, a, .a; .
b, b, b, FHHRGESH g, =M h=M",
WRIME 1 &F A, TR,
DAHBE AR 0, (i) $kiE B BEHLLEL £
X, ez . HHH— AT, 2 E S L e, <1,

AV AV

A

B1Y, =" 0 ¢, =0, AHT Y, = g™ =NV BkiRH B
W =T (Y, X, o) IMABIGIE L™ b 4 FAE X, 3R
EATT A, ATFAH Y,

D) WIS B EE 0, (w,X,) : BEik# B M3 %
LR =0 4L (Y, X, e) IR AR X, S A5 A7 AE =
SEALR B AR TR, R R A ST E R 0, (i), &
O 5 AT 41 B A

D) e =1, M PRSI0 X, B B ik
Wil Tk T=g ™ g% = (glh) %,

2) e, =0 W P j (RN aX,, k% B i
ik POETE = (i),

BB T A, P2 A LT (v, w,) L IF
KR ARIRE B, PIRHE B I F L K =0
(YOX,,c) e’ =1, MBkiE B#H L%/ %0,
WP % B BEHLIERE 5 < 10,11, 9 24 A Bk W
11T =A%, Hord A J& DDH [ ] S i 4y, 4
A=g T =S =g = MR )= (k)T
s TR Y, R — A A AT

WM E 2 T AL S B TR A )
kX o5 % F A O, BT 30 D B 1 —

B T A R 8 8 =6, Mk HR
oy S 17 AR 0,

5 oIS

RS FEE 52 3 % dPRES™™ 5 A1 A S0y
FEHEATAY T . S MBS B OO T T R AT AT
dPRES /T R MIA Ll BRI AR E 1, H
T, .T,.T, T, T, 30 Wt ia 5t Rl L ok 5% 12
MG AiE L e Bus O i sas R .

®1 APRES HFREAXFRNAMELL R
Table 1 Comparison .of the efficiency of dPRES scheme and the proposed scheme

Ji % Jin N L ES itk % ek
dPRES 7% T, +5T, +T, +0p 2T, +T, T,+T, +2T, 37, +T, +Tp CCA
NS 3T, +4T, +T, +T,, 27, +T, T, 2T, +T, +T,, CCA

M1 2% 1 AT 7E 18 B BL, AN % H dPRES Jy
RO NRBGE E MW is B A, fER
WrBt, A< 3C )5 % [ dPRES J7 %8 /b — A W4k M %) iz
o B, 5 dPRES J5 A H, A SO RAE TS AL
R AR

ST UL M R 2 A AR EIOE S AT b X
TR A AT T AL, 7F Linux R4 Fffi
PBC Ji, 3 T C ifi 5 4 2 5 3 dPRES 7 £ R A
%, BUHIRBERCE S 2 iR,

®2 HREESH

Table 2 Environmental configuration parameters

FRE IC 28
LN EiRE Lenovo y485p
PAER S Windows 10
] AMD A10-5750M APU with Radeon( tm)HD
Qb PR R .
Graphics. 2.50 GHz
A 4 GB
&AL Linux
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A5 54 dPRES J5 5845 RE S B SCHRAUAIE 2
TRE. TERUMELSEER T, s RIfige 4 [ B P 7 58 250 s A
IR RCHE ) S B 7, B 2 O i v e 1 A2 AL, BT E AN [R]
B O T BN I E], 25 RN 1 PR .

1000

A dPRESTi %

800 | |~S-ATi %R
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i} 1) /ms
(3]

[=}

(=}
\

0 L 1 1 J
10 20 30 40 50
R
Bl X HE X n 2 i E i 500

Fig.1 Effect of the number of keywords on encryption time
H BT AT AL, RN B B, AR ST 58 00 I TR] T 4
¥ dPRES J5 & o 1% R Py BOZ G 1T 8 R A [ okt
OB R B [B) T L AR 2 i o

800

—-A-dPRESJi %
- A&

600

£

= 400

=

200 z;/e/e//e/o
( 1 1 1 J
10 20 30 40 50
PRiEE

B 20 XBEFHENH RN BN
Fig.2 Effect of the number of keywords on the search time

Hi 1 2 WA, R R B B, 2 O R 10 A
I, A SO SIS R JT 45 04 42 ms, 11 dPRES 75 58 f 1]
] TF4 0 164. 4 ms 5 21 JCHE 7 R0 30 AN, A SO 3
(R 1] R4 122. 4 ms, 1] dPRES J5 & (1) i (] JF- 44
456.2 ms ; 24 S TR S0 AN IR, AR SCTT S A IR T
£5°4 198.9 ms, 1 dPRES Jy & () i [E] JF 484 ol 762. 2 ‘ms,
BEHE SCHE 7 Hidd (1S, dPRES J7 52 1 I Jil] JT 9 B I
BRAS LY A SOy 2R, WA SCO5 R R BRI T
dPRES 7%,

GEVTAEA W) i OC B 5 T A4 25 T 5 I ),
Kl 3 iR

400

—A- dPRESJ%¢
-
300 S YL
1]
E
1= 200
=
100
0® ? ? ——=0
10 20 30 40 50

R R
3 XEFHENFEZHEZN
Fig.3 Effect of the number of keywords on decryption time

A3 Al LUFE 78 i 5 B B, Bl 3 O i 7 5K
BRI R, AR SCT7 98 B I )T B9 LT R AF AR 5 2
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85.7 ms; 4 5 HE 7 K Oy 30 S, dPRES J7 £ 1
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ANDCT 58 1 Mg 3 A R Bk i i AU A
WARH N T R T WA AR 55 A A 2 A G fE
fOfr A T RGERTERE .

6 &RIE

Ay fifp DR SC AR B 4 SO ARG, AR SR
— Pl 1) L B PR S 0O ey ) PRE T
o I EREM RSP AT AL, B
I RBOCR B R o R, AR SO S AR AR ME AL TR R 56
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