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[ Abstract] A malicious domaid namé detection method based on Hidden Markov Model.l.HMM ) is proposed. The
characteristics of good and evil domainyname in DNS communication are analyzed, and ‘the attribute characteristics are
counted by using .the efficient computing power of Spark big data processing jplatform=On this basis, malicious domain
name are accurately classified by Baum-Welch algorithm and Viterbi algorithm’in HMM. Experimental results show that
compared with the Random Forest ( RF) model, the accuracy and recall rate of HMM for malicious domain name
classification are/both/higher.
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