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[ Abstract] In the Side Channel Attack( SCA) ,the purity of power data seriously affects the efficiency of power attacks
and the accuracy of key cracking, so denoising methods including ; Wavelet Transform ( WT ) and Wavelet Packet
Transform ( WPT) are widely used in power consumption preprocessing. However, WT tends to ignore high-frequency
information when characterizing data,and the noise reduction threshold of WPT is not universal. To solve the problems,
this paper proposes a new denoising method for Correlation Power Attack ( CPA ), which combines Wavelet Packet
Decomposition ( WPD) with Singular Spectrum Analysis( SSA). WPT is used to decompose the power consumption data,
SSA is used to process the low-frequency and high-frequency information, and power consumption information is
extracted adaptively according to the distribution trend of singular entropy to improve data quality. Experimental results of
the SM4 algorithm for selective plaintext attacks show that compared with the original wavelet packet denoising method,
the proposed method can effectively improve the signal-to-noise ratio of power consumption data and the efficiency of
CPA , and reduce the power consumption of key cracking.
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