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[ Abstract] The existing identity-based keyword search encryption schemesfor designated server cannot satisfy the
indistinguishability of keyword ciphertext. To meet the higher security requirements of email systems, this paper proposes
an identity authentication-based keyword search encryption scheme for designated mail server. The scheme can resist off-
line keyword guessing attacks by encrypting the identity of the designated mail storage server and data receiver. In the
random oracle model, the following security features of the scheme such‘as the indistinguishability of keyword ciphertext
in adaptively chosen message attacks,indistinguishability of“trapdoor”and security of offline guessing attacks are verified.
Results of theoretical analysis and numerical experiments.show that the proposed scheme has higher computational
efficiency in keyword encryption and verification than dIBEKS scheme.
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keywords in the verification phase of two schemes
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