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[ Abstract] In order/to solve the high memory consumption of bsdiff algorithm when building new versions of firmware
in the firmware update of embedded devices, this paper proposes an incremental update algorithm that saves memory. The
improved patch file format of the bsdiff algorithm is used to avoid®recording and calculating the address offset frequently
in the application of the patch files. The parallel decompression process in the bsdiff algorithm is replaced by serial
decompression, and the required auxiliary space is reduced by processing data in batches. At the same time, the
asymmetric lossless compression algorithm is applied to the compression and decompression process of the improved
incremental update algorithm, which reduces the mémory consumption caused by the decompression of patch files.
Experimental results show that,compared with bsdiff\algorithm , xdelta algorithm, vcdif algorithm and zdelta algorithm ,
the proposed algorithm can effectively reducesthe memory consumption when building new versions of firmware , and has
good compression performance.

[ Key words] incremental update ; memory. consumption ; firmware ;embedded device ;lossless compression ; patch file
DOI:10. 19678/j. issn. 1000-3428. 0056426

0 RERA PR BLAT 1Y 22 4 1k, Bl 2 1 P X B A8 DD RE B9 75 5K o

W {7 By A B T A TR 2 AR 5 5

B VIR B B AN BT A R i A KB OB i T 7 R AR 19 [ 1 o B ik 2 4, A

RUEHEIN 2025 4E WM A 1 TTACE ~3 TACHER AU25E et B vb i Ui B TR 2%, 38 23 59 i 4 19 g

AR ARG R M S o B R VRIFET i Sy 2R R IR AR 22 ) 1Y 2

ARB A SR R M TARSE R e 5 SOCPRAT A DRI RE 5 LB/ I B 4 FE B VR
SEVENCL R B, A X SRR SR BB IR S5, A A, SCBLI RS AL 1 2 SV AR 1 D

EETHE HKAARPIE4E (61373126)
EE B BB (1993—) , 5 Wi HaF 58 A, 05 I ik AR R G0N 50 R e R AR 5 s 26 R, B 202 1
W F5 HHA:2019-10-28 {& B H #9:2019-12-02 E-mail ; wangyu_x@ 163. com



F46 10 Y

FIBH e 8 KU — Tl et A [ 7 e B Rk 211

o I (1) 3 AR L R R T s e A AR
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Fig.1 Patch file format of bsdiff algorithm
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Fig.2 Coding of bsdiff algorithm
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Fig.3 Decoding of bsdiff algorithm
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Fig.4 Improved patch file format
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Hh, BER MS-bsdiff 35 7E patch i F2 75 B — A 1l i)
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Table 1 Description of six lossless compression algorithms

HEAR AR A JE 454k
bzip2 ik bzip2-1.06 9
Lzw B3 Lzw-0.1.1 4
Lzo B3k Lzop-2.10 9
fastLZ 549 fastLZ-1.1-0 2
LZ4 53 Lz4-dev-1.843 9
Lzma B3 Liblzma-5ul. 0 9

3 XBWELERSH

SEE DAL = WK B 22 | Sl ESP8266 Ltk i
TE AR TP S R B AS AR U 3k 2 B, H
R B 24 B R AR 5 2 A kA Ak R
ML 25_16. bin S iU B, 3R R % B A Y RRA
50 25 N A Ak B ER 2 Ry 16 {37 o
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Table 2 Experimental sample dataset

5e R A [@ B [
£ R K/N/Byte 4R K/N/Byte
1 25_16. bin 2 093 056 28_16. bin 2 097 152
2 28_16. bin 2 097 152 29_16. bin 2 093 056
3 29_16. bin 2 093 056 34_16. bin 2 097 152
4 25_32. bin 4 190 208 28_32. bin 4 194 304
5 28_32. bin 4 194 304 29_32. bin 4 190 208
6 29_32. bin 4190 208 34_32. bin 4194 304
3.1 HHEREXLERERE
3011 TR b

AR LLAR T 3O K/ (patch 3o #8 (4 Y A7 T4 #E LA
LIS A1V AR A PP 184 5 507 5 1 1 OGB4 B gmth
T ICAE RN 4 5 e 1S R Bk 0 T AT X R
AT R R AR /N B A [ 42 1) 2 b W B
AR KB AS T 3T A0 s 8 IH RRAS 8T PR [a Y 22
SAE R AN, A BE ST R U A R R i
rh, A% 3 Tk TG 4 A% A2 W1 B RE T AE I R T
patch i IR AN B R T SOPE BE A Y 8 1 4
HfRER . patch o B2 0 N A7 THEE A FLak K, BB o 8Kk
1) P A T AR 00 5 5 PR ) G Al AT 55 3 B
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A B[R] FZ AT N AF IR FE . b T SO By R/ T
G SRR = R AR n IR ITEE R
new —spmh)/snew x 100% (1)
FH s BT RRUAS BT B AN S e AR T SO B R
N FEGREE n W T AT R 26 A T RROAS [ A
FIEAN T ST W SO RN R BE o R 4
K, MR A0 T SO /IS B 4y A48 R A% 38 b T SC 44 i
Y5 R0 R ) R R0 2% 0 TR
3.1.2  SLGIBERCE

S 34 4% o Intel® Core™ i5-3230M 4b B 28
CPU 2.60 GHz, 17 4 GB,f#i i 465 GB, iZ/17 ¥
& Windows 7 (32 i ) & 4. ) VMware & #UIHL, %
BIEF RN CIiTE. Wikd A gee4. 8. 4. BHIPLM
linux #44E &R 40, A< &y ubuntu-14.04. 5, it & S50 N
HALEESE NAE S 1 GB,T# %4 20 GB,

3.2 EIWRITELHH

SR MS-bsdiff 5535 1) patch it 2P m =
32 KB,n =24 Byte, 4 {fi JH #H [5] (1% 5 46 #F A< B
MS-bsdiff 57k Hr patch o F 1Y fif 15 AT 55 Ak 2 1Y %L

n=_(s
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P A TR] 75 2800 i B =3 18] 1) [ K/ 2m 4+
1 MS-bsdiff B3k & HIA W] 79 J5 46 595 1, patch i
T 1R R [0 60 DY 7 T R 20 I Dk T il T 4 AT 55 0 I
(] F0 A A7 91 AR o S 56 0 9l I 3K T MS-bsdiff 57 3%
patch 3 F #Y fi# J& 4 5 A 55 AT 55 19 I 18] F09 A O

A7 I i 40 N A 55 0% A% R AE T i B R M . I 2
T bsdiff-4. 3 A 19 FF IR ACHS 52 B MS-bsdiff 353 |
IR 1 gt ry 6 Bl 46 5515 B FH T MS-bsdiff
B EAE SRR R . A SCRE T Y A
F Y xdelta & =10 vediff & 312 zdelta 2 312"

FE, i T AR AR AR A5 R e R AT B, I 3 Rl R R SR 30k 15 MIS-bsdiff S305 9E AT PR fE
patch I [] 2 fiff [T 47 I 8] 5 ff £ i ) 2 #1, patch 4 POB, 45 Rk 3 s o
*3 BEMEEEFEENEREILER
Table 3 Performance comparison of various incremental update algorithms
o p—— Il /s iB17 N7/ KB
itk FE 445 1 7] it T I ] patchyfi} [i] fifk JE 4 A AT ik 1 9 A7 patch A7
xdelta-1. 1.3 Bk 96.36 — 0.070 0.070 — 4090.7 4090.7
vediff-3.0.7 &k 96.62 — 0.170 0.170 — 8 549.3 8549.3
zdelta-2. 1.0 B ¥k 97.69 — 0.192 0.192 — 8 538.6 8 538/6
bsdiff-4.3.0 & ¥ 98.37 — 0.137 0.137 — 8095.3 8/095.3
MS-bsdiff( bzip2 ) 5. &= 98.26 0.022 0.120 0.142 2125.0 1 358.7 27125.0
MS-bsdiff ( Lzw ) 5 % 97.82 0.240 0.120 0.360 1200.0 1 358.7 1358.7
MS-bsdiff( Lzo) %% 97.48 0.080 0.120 0.200 1528.0 1 358a7 1528.0
MS-bsdiff ( fastLZ ) 5 % 96. 84 0.370, 0.120 0.490 1309.0 1358.7 1358.7
MS-bsdiff( LZ4 ) 5. 1 97.54 0.068 0.120 0.188 5318.7 13587 5318.7
MS-bsdiff( Lzma) 3 9% 98.43 0.1070 0.120 0.190 7048.7 1358.7 7048.7
M3 T LU Y, MS-bsdif 55475 B R 4 19 Tk g R AR, AT UL PRI AR 5 o patch 3 7R A Y
gEMERE . 4 MS-bsdiff 57k P #fli HivfastLZ 53 9% B FEIHAFE

HE 45 % d5 /N 796 84% |, 1 xdelta-1. 1. 3 3k 5
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1Y patch j 72 (R I (8] AH FBF bsdiff 25 B ird K, H
& H patch o M N £F B /N T bsdiff 5535, 4
MS-bsdiff %% F 45 bsdiff 5 3 A 7] 1 JE 4i 9
bzip2 B, H 45 2k 98.26% , A0 Lt T bsdiff 535
PR X R REE N bzip2 SR N T B A5 i Ak
{1 B0 o T 4 25 SR T 4, MIS-bsdliff B vk (il 5 1)
AT SO, 2 T bzip2 1Y 4 M RS, bzip2
W AT E N AR R 2 125. 0 KB, bsdiff % i 19
patch Y47l 8 095.3 KB, iX 15 B bsdiff$y vk v £ 3%
fift AR AN T SCHFRY 3 S IFAT 19 bzip2 1 AR i
J bsdiff B wk A A7 I R B B S L Y
MS-bsdiff 575 A R 4 H] Lzma 553k B, H 45 46
Bk 98. 43% , H H: patch i & i N ZE A0 L T bsdiff
R R B, 24 MS-bsdiff 53k R ] Lzw
VYRR, R 45 %k 97. 82% , ¥ K T xdelta-1. 1.3
B vediff-3.0.7 BN zdelta-2. 1.0 B8 1) K 4
R, % R R AE AL 1200, 0 KB, /) F i
bzip2 I fif s N A7 2 125.0 KB, 7E N A7 55 I 52
PR3 £ b, MS-bsdiff 5k ffi A Lzw 5335 3547 Hs 48

I 3R 2( 6 4152 5 K |, 15 1) MS-bsdiff 43
N BB Lzwe88 35 15 (1) patch 32 17 N 475 bsdiff
BYLIW patch JE 1T AFHLES, L 5 frs . ML S 1]
DI 2 MS-bsdiff 553k PN {d B Lzw 35k i, H
i TR B I 1T N AFIE /N T bsdiff 39, H H: patch

AR B AT WAF L R E E . B, 25 R T AR
T ] Lzw 8035 19 MS-bsdiff 57 3 PAT [ 1 3% &2 07 5
B, JL patch 3 BN 23 By T8 2 19 & 48 2y e 5 B0 [

patch

PEAARRIE O, 75 2 22 (0 N A5 T o
12 000
B MS-bsdiff(Lzw)3%.%

10 000 |-[Ebsdiffik B
m -
E 8 000
z 6000 |
g
g 4000 |

2000

0
1 2 3 4 5 6
LRBARRG S
5 MS-bsdiff( Lzw) &% 5 bsdiff & ;%X # patch i 72
EBITRFLER

Fig.5 Comparison of running memory between

MS-bsdiff (Lzw) algorithm and bsdiff algorithm in patch process
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