2020 412 A
December 2020

F46 % F 12 H
Vol. 46 No. 12

- B EBRSBEEREA -

it & T #

Computer Engineering

XEHE: 1000-3428(2020)12-0163-08 XEARER: A FESES: TP

ETHRPEGHSmAMEZRM

PARE AR ET, TRl
(L YTRIRY: BEI T R 07 B 214122, 2 VLR H R BRGER  095 JE4) 214083)

O RS A 22 AT RN 2% 4 PR B B T B BT AR SR S 1 U7 15 5 Zmap Nmap T H 47
e 58 BT URM A2 BR F RS CPU f ] 2 i 45 AR, 45 5 11 8 v ) 09 20 A 3000 26 49 8 BOR, 48 1 — b 2y
A X100 265 41 418 AR AT 55 981 BE B3k o R PO R v TR0 S B B T A0 R i 45 2R [ A O R o — el 0 A R 4% 41 i
T 55 P BEAR Y o SR 45 R T AR LU A% S8 A0 5 T Bl 410 B R, i JadiE L T I 1 1) 2 A 3R 265 41 il BR AE ORIE
il B 3R 1 R F, CPU il FH 45 41480 Wiy 137 1 (1] B4 3 I 24 10%

SRBBA - LS 5 S A 5 TS ) 5 o A e Bk I

FHAZE(RERS)RED(OSID) :

S| AR IR IS, B BT R b R A X 2 T [T ] TR AR ,2020,46 (12) £ 1632170:
FE 5| A& : HU Dongliang, QIN Xiaojun, WANG Xiaofeng. Distributed network scanning baséd on) message
middleware[ J |. Computer Engineering,2020 ,46.(12)+163-170.

Distributed Network:Scanning Based on Message Middleware

HU Dongliang' , QIN Xiaojun’, WANG Xiaofeng'
(1. School of Intérnet-of Things Engineering ,Jiangnan University , Wuxi,Jiangsu 214122 , China;
2. Jiangnan,Institute of Computing Technology, Wuxi,Jiangsu 214083 , China)

[ Abstract] Networkyscanning is an important means of network security evaluation and network management. The
traditional single-point active scanning method and tools including Zmap and Nmap suffer from limited bandwidth
resource utilization,, 10w scanning efficiency and significant CPU msage. This paper proposes a distributed network
scanning architecture; and task-scheduling algorithm based on the®distributed network scanning technology of message
middleware. The algorithm uses message middleware to synchronize® information and return scanning results, and
constructs a task-scheduling model for distributed network/scanning” The experimental results show that compared with
the traditional single-point active scanning technology, the proposed distributed network scanning technology based on
message middleware can ensure the scanning accuracy while reducing CPU usage and scanning response time by
about 10% .
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Fig.1 Three layer model of distributed network scanning
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Fig.2 Workflow of distributed network scanning control layer
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Fig.3 Procedure of message middleware
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Fig.5 Workflow of distributed network scanning
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Fig.6 Communication procedure of distributed scanning
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Fig.7 Schematic diagram of scheduling model
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Fig. 10 Comparison of CPU usage of three scanning methods
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