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[ Abstract] The data sets for the detection of malicious traffic by the SSL/TLS protocol are single-sourced. Traditional
detection methods take the quintuple feature of network traffic as the main feature for classification, which reduces the
accuracy of malicious traffic detection in complex network environments. To address the problem,this paper proposes an
improved method for encrypted malicious traffic detection. During data pre-processing,the encrypted malicious traffic is
divided into two feature dimensions,packet payloadand stream fingerprint, which are used to describe the distribution of
traffic when the quintuple information is avoided. Also, the logistic regression model is used to realize the detection of
encrypted malicious traffic. Experimental results show that, without relying on the five-tuple feature, the detection
accuracy of the proposed method for malicious traffic encrypted by the SSL/TLS protocol in the complex network
environment reaches 97. 60% , which 4s approximately 36. 05% higher than the traditional detection method based on
quintuple feature and packet payload feature.
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Table 1 Classification of encrypted malicious traffic
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Fig.2 Procedure of encrypted malicious traffic detection
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Table 6 Detection results of logistic regression model with and

without quintuple features under single network environment
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Fig.3 Detection results of four feature extraction methods
under single network environment
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Table 7 Detection results of logistic regression model with

quintuple features under single and complex network environments
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Fig.4 Detection results of two feature extraction methods

under single and complex network environments
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Table 8 Detection results of logistic regression model with

joint features under single and complex network environments
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Fig.5 Detection results of joint feature extraction methods

under single and complex network environments
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