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[ Abstract] At‘present the rapidly growing malicious applications in" Android systems have imposed significant threats to
the security of mobile terminals, but the traditional detection systems fail to detect them quickly and effectively. To
address the problem, this paper proposes a malware detection. system which combines feature weighting with the deep
learning algorithm using Bidirectional Long Short-Term Memory |( Bi-LSTM ) neural network. The static analysis method
is used to extract different types of behavior features from malicious and normal applications. The feature weighting
method is used to eliminate noise and irrelevant factors to construct feature vectors. The Bi-LSTM-based deep learning
algorithm is used to optimize the behavior feature:parameters. Then a classification model for malicious and normal
applications is designed,and on this basis a-detection system for malicious applications combining feature weighting and
the deep learning algorithm is constructed. Experimental results show that compared with traditional detection systems
such as Support Vector Machine( SVM ) and RNN, the proposed system has higher precision and accuracy in malicious
application detection.
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Fig.1 The proposed system structure
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system with the number of hidden layer units
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Table 1. The evaluation results of different feature sets

FRAE 4R P R F A
KRR 0.908 1 0.893 9 0.901 0 0.918 5
BREIER  0.902 6 0.773 6 0.833 1 0.871 1
1 Bl 0.903 9 0.926 5 0.915 1 0.926 8
B 1 0.869 6 0.899 4 0.884 3 0.856 5
% %5 0.910 5 0.880 6 0.895 3 0.892 7
I 0.877 1 0.940 3 0.907 6 0.904 4
iRes 0.933 2 0.958 6 0.945 7 0.953 1
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Table 2 Detection performance index results of

different algorithms

Wk P R F A

SVM 3 0.908 9 0.776 5 0.8375  0.8748
Logistic 5% 0.910 4 0.953 2 0.931 3 0.945 3
Decision Tree 3 0.881 1 0.9222 0.9012  0.9159
Naive Bayes %7  0.892 0 0.910 9 0.9014  0.917 1
RNN %5 3: 0.928 5 0.937 3 0.9329 0.942 5
LSTM %3k 0.928 1 0.954 8 0.941 3 0.948 9
Bi-LSTM #7%  0.933 2 0.958 6 0.945 7 0.953 1
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