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[ Abstract] Most of the cryptography-based authentication schemes in Internét of) Vehicles (IoV) can meet the basic
requirements of vehicle identity authentication, but as the static defens¢ mechanism they cannot effectively solve the
problem of identity theft and low latency of authentication. To address the problems, this paper proposes a identity
authentication scheme based on vehicle behavior prediction for software defined IoV within the Mobile Edge Computing
(MEC) framework.The scheme uses the prefix tree to determine the authentication base station according to the history
data of vehicle behavior.Then the decision tree algorithm and the multiple nonlinear regression model are used to predict
the next arrival station and arrival time of the vehicle.The vehicle s actual and predicted arrival station and arrival time
are compared to perform vehicle identity authentication.Experimental results show that the proposed scheme can use the
centralized global control capabilities of Software Defined Network (SDN) and the distributed computing capabilities of
MEC to manage and assign vehicle authentication tasks.The scheme ensures a high authentication accuracy of vehicles
and satisfies the low latency requirements of loV.
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Edge Computing(MEC)
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Fig.1 Architecture of software defined IoV based on MEC framework
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Table 2 Curve fitting results of the arrival time to the

previous station and the arrival time to the next station
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Fig.7 Comparison between the real value and the

predicted value of arrival time
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Fig.8 Comparison of authentication delay
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Fig.9 Comparison of authentication accuracy
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