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[ Abstract] To address the frequent security incidents of token smart contraets ,this paper proposes a formal modeling and
verification method basedyon integer overflow vulnerabilities of token smart contracts. The DAO and BEC vulnerability
attacks are analyzed, and on this basis the security attributes of token smart contracts are defined. Then the method
introduces global variables, numeric comparison and other constfaints toyextend the modeling language of token smart
contracts,so as to enable it to support the formal representation of various statements of smart contracts. Finally, the idea
of mathematical induction is used to optimize the model Verification procedure of the SmartVerif tool in order to avoid
infinite traversal of state space. Experimental results show that the proposed method can successfully find out the integer
overflow vulnerabilities of token smart contracts,and has strong versatility.
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Fig.2 Transaction process of EOA and CA
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Fig.3 Modeling and verification process of smart contract
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1. restriction set_in:

2.“All x y #3 . Exist(x,y) @3 = = >

3. (Ex #t2 . Store(x,y) @ 2/& #t2 < #t3

4. & (All #1 .Del(x) @l 2 =5 (#1 <#2 || #3<#1))

5. & (All #t1 yp . Store(x,yp)@tl = = > (#tl <#2\#tl =
#2 | #3 <#tl))

6.)7

7. restriction set_notin ;

8. “All x#t3 . NotExist(x) @3 = = >

9. (All #t1 y .Store (xy3y) @tl = = > #t3 <#tl)

10. (Ex #t1°. Del(x) @ t1 & #tl < #t3

11. &(All #2 y . Store(x,y) @ 2 & #2 <#3 = = > #tw <
#1))”

fE4 Jm AR i 2 i, Store (x,y) S R 42 JR) A8
B ERAE , Del (x) S5 44 3R 7R X 42 JR) A% B 0T 25 4
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(2) 1% Store (x,y) FF A Exist (w, y) FF 2 18]
ANFAE Del (x) HHF

(3)1% Store (x,y) = AR HH Exist (x,y) F i}
[i] $5 30T 19—~ Store (x, ¥ f% .
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1. restriction predicate 1.
2. “All #i a b. Pred_not_equals (a,b) @i = = > not
((a=b))”

3. restriction predicate 2 :

4.“All #i a b. Pred_equals (a,b)@i==>(a=b)”

5. restriction predicate 3 ;

6. “All #i a b. Pred_not_Bigger(a,b)@i= = >not(Ex c.
(a=(b) +(c)))”

7. restriction predicate 4 .

8. “All #i a b. Pred_Bigger (a,b)@i= = > (Exc. (a=
(b) +(c)))”

VA predicate 4 N, 24 Pred_Bigger(a,b) H /%
A, —EAFTE a=b +c, HABZ dit 5 L2l
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1. while true

2. (user, func,args).. =// arbitrary

3. run func (args) as user
3 LWERSoW

3.1 EHuE iR S
AR T4 49 FountainToken 47 #4247 )5
F L PITR AR 55 12 A7 RIER 14 47 R8s 1 IR I
1. function batchTransfers ( address| | receivers, uint256 [ ]
amounts) |
2. uint receiveLegth = receivers. length;
. requuire (receiveLength = = amounts. length) ;
. unit receiverCount = 0;

. unit256 totalAmount = 0;

3

4

5

6. unit i;
7. address r;

8. for(i=0;i < receiveLength;i++ ) |

9.r =receivers[i];

10.if (r = =address(0) || r= =owner) continue;
11. receiverCount + + ;

12. totalAmount + = amounts[i] ;

13. |

14. require ( totalAmount >0) ;

15. require ( canPay ( msg. sender, totalAmount) ) :
16. wallets[ msg. sender ] — = totalAmount;

17. unit256 amount;

18.for (i = 0; i <receiveLength;i ++ ) |

19.r =receivers[i] ;

20.if (r = =address(0) || r= =owner) continue;
21.amount = amounts[i];

22.if (amout = = 0) continue;
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23. wallets[ r] = wallets[ r|. add (amount) ;

24. emit Transfer ( msg. sender,r,amount) ;

25.}

26. return true;

27. }
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Table 2 Integer overflow vulnerabilities of token
smart contract
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