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[ Abstract] Mostpefsonahdata protection schemes combined with®lock chain share the address of user’s personal data to
the Third Party (TP )\sérvice when authorizing them.Even if the user revokes the"access right to the TP service, they still have
the address of personal'data.To avoid user data leakage , this paper proposes an anonymous address management scheme based
on blockchain by using off-chain storage.The Resource Service (RS)is used to process the encrypted address of personal data,
and the TP service is restricted to obtain the encrypted ciphertéxt’of the user’s personal data address.After modifying the access
rights of the designated TP service, users can achieve fine-grained’access control by modifying the access policy of the smart
contract. On this basis, the personal data management system is designed by using the Ethereum platform, and the smart
contract is written in Solidity to realize the protéction\of personal data.The general scheme can be realized on different
blockchain platforms.Its effectiveness and sectirity. are also demonstrated by the results of calling the deployed contract and
the 50 and 500 times of performance tests.
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Fig.1 Comprehensive framework of

personal data protection system
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Fig.2 Improved system architecture
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Fig.3 Component interaction sequence diagram for

DS granting TP permission
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Fig.4 Contractconsole‘interface
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@szrwsummmc”
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5 DSTER AC 5152 #9Mm RZ
Fig:5, The response after DS requesting AC
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Fig.6 The response after authorizing specified TP access rights
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Table 1 Performance test result after contract running 500 times

HAE R EL RIS R EHAITPS I KAE ] /s I /NE I /s YIS /s TE I3 /TPS
reqMagn 1 0 1.0 0.21 0.21 0.21 4.8

getTP 500 0 297.1 46.47 18.50 42.22 10.4

getTP 500 0 307.3 44.02 18.10 40.03 11.0

FR2 AHEBEITSORMERENIXER
Table 2 Performance test result after‘contract.running 50 times

et RN/ ENLS/N S 1 A/ TPS T R IE T /s He/NE I /s - S5 A B /s It 3%/TPS
reqMagn 1 0 1.0 0.21 0.21 0.21 4.8

getTP 50 0 102.0 4.57 2.53 4.27 99

getTP 50 0 205.8 4.82 2.34 4.39 9.9

getTP 50 0 314.5 4.43 2.61 4.05 10.9
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