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[Abstract] The traditional single-authorization Attribute-Based Encryption (ABE) schemes are limited by the high
computing overhead and the poor security.Based on secure two-party computing protocols, this paper proposes a multi-
authorization ciphertext policy ABE scheme, which supports’ fine-grained attribute-level revocation and user-level
revocation.The scheme introduces multiple authorization centers to_issue and update the secret key of the version.At the
same time, secure two-party computation is performed between the secret key generation center and the cloud storage
server to generate and update the user key for fine-grained attribute-level revocation.In the cloud storage server, the
unique secret value and the unique identity value of'each‘user in the list is operated to realize user-level revocation.In
addition, the scheme employs multiple authorization eenters to resist collusive attacks, and outsources part of computing
tasks to the cloud.The scheme is put to a_security test and compared with multiple schemes, including those based on
AND, access tree and LSSS strategy. The experimental results show that the proposed scheme effectively enhances
system security, and significantly reduces the computing complexity of the system.
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