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[ Abstract] IP traceback is one of the main methods of attack groupddentification. Industrial Control System ( ICS) need
accurate IP traceback to improve their self-protection. However, existing IP traceback methods are costly and inefficient in
identification of the group a malicious IP belongs to. To address the problem,by collecting and analyzing the honeypot
data of ICS, this paper proposes a same origin attack analysis method based on ICS function code features,so as to find
out the attack group with similar attack behavior and improve the efficiency and accuracy of IP traceback. This method
uses coarse-grained statistical features and fine-grained sequence features of industrial control function codes to quantify
the attack behavior. Then the two kinds of features are modeled by using coarse set and clustering model. On this basis,
the same origin attacks in honeypot data are analyzed. Experimental results show that the proposed method can use threat
intelligence to discover more than 10 malicious groups including shodan in honeypot data with a high accuracy
and recall rate.
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Frame 2222: 79 bytes on
Linux cooked capture
Internet Protocol Version 4, Src: 80.82.77.33, Dst: 122.114.45.149
Transmission Control Protocol, Src Port: 57144, Dst Port: 502, Seq: 1, Ack: 1, Len: 11
Modbus/TCP
v Modbus

.010 1011 = Function Code: Encapsulated Interface Transport (43)

MEI type: Read Device Identification (14)

IRead Device ID: Basic Device Identification (1)

Object ID: VendorName (@)

wire (632 bits), 79 bytes captured (632 bits)

00 00 00 01 00 06 e4 68 a3 92 fd 92 08 00 08 00 h

45 00 00 3f f2 7c 40 80 26 06 1c c2 50 52 4d 21 E |@ & --PRM!

7a 72 2d 95 df 38 @1 f6 93 72 22 4b b6 40 a5 04 8. -r"K-@

80 18 00 e5 9b 1b 00 60 @1 01 @8 @a 05 6¢ dO 7d 1-}
0040 3f fa 48 e8 00 00 00 00 00 05 36 2b e [ 00 2-H 6+-fi-

B 1 Modbus Z #EH#E K PCAP 34
Fig.1 Modbus honeypot data flow PCAP file
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Table 1 Example of industrial control information base

=

¥ it I RERS 751
1 110.184.29.104 "2b’ '5a’ '5a’ '5a’ 'Sa’

AL H. N H]/s TTL g
3.997 460

50

2 85.25.79.124 11" 2b’ 3.668 198

2.2 E-THiHE BRI ThBE RS A KL 4 1E

ARESCHER [ 19 ] 42 Hh i 249 A>3 T3 & 19 4R AIE
454 P4 (9 T 9 B HE o Modbus TCP 44l 40 {5 &
RRAE AR SCHR ) — i i T 42 3115 S5 A D BB A5 R 2
FRAE, e A 45 D RE RS 2E Y o8 Lo | Xk A5 AR A 3T
bt Bodi R R T RO AR AR, R R T R
BN IREM S BRHIE. B 2 T 7n 24 Modbus B L
SR LA S I RETS AR RSP L

L

DATA
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| IP HEADER | TCP HEADER | TCP DATA

|MBAP HEADER | FUNCTION CODE |

2 Modbus i8R XK

Fig.2 Modbus protocol message format
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Table 2 Function code rare rating
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Table 3 Example of message parsing based on wireshark parser
s i 7] 28 IP H5 AR E R KA P IC R Yrae i
1 2018-03-21 01:07:59.484 913 188.138.125.155 00 00 00 00 00 05 00 11
2 2018-03-21 01:08:00. 000 809 188.138.125:155 00 00 00 00 00 02 00 2b
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Fig.3 Schematic diagram of fine-grained feature extraction method
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Table 4 Example of feature division of function code sequence

IReR 4l & 83 LES
0701 1 0.167
0101 1 0.167
0111 1 0.167
112b 2 0.333
2b11 1 0.167
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Fig.4 Procedure of improved PAM clustering algorithm
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Fig.5 Modbus protocol data scale
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Fig.6 Comparison of clustering performance of algorithms

with different k, and k, values
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Fig.7 Performance comparison results of same origin attack analysis methods
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Table 5 Same origin attack analysis results

4 1P Hj i
China Unicom Liaoning 35
shodan 27
University of Michigan 24
Nagravision SA 21
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logicweb. com 15
China Telecom Sichuan 10
Northeastern University 10
onyphe. io 8
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