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[Abstract] In mimic defense system, the selection and scheduling of heterogeneous executors is influenced by the
similarity between heterogeneous systems, but most of the existing analysis of the heterogeneity of executors is still at
2-order, which often fails to deal with the mimic defense systems with a large number of executors and reduces the
accuracy of system performance analysis. To.solve the problem, this paper proposes the concept of high-order
heterogeneity and its properties, explains the important role it plays in the scheduling and decision of executors, and
makes a quantitative analysis of high-order heterogeneity and system security. On this basis, this paper proposes the
design of a majority decision algorithm based on high-order heterogeneity, and calculates the system failure rate
according to the inclusion-exclusion principle. The experimental results show that the algorithm can accurately analyze
the defense performance of mimic defense systems, and its accuracy grows along with the similarity between executors
and the number of executors.
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