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[ Abstract] The existing studies on the recognition of cryptosystems usually fail to consider the working pattern recognition
for block cipher. To address the problem, a decision tree-based scheme of working.mode recognition for block cipher is
proposed and applied to the SM4 block cipher algorithm. A large number of text files are encrypted in the CBC, CFB, OFB,
CTR working modes to obtain the ciphertexts, and the eigenvector space requiredsin the training stage and testing stage is
constructed. In the training stage, the decision tree is generated by 1¢arning the:feature space. In the test stage, the decision
is made according to the generated decision tree, and the decision value|is compared with the label value to obtain the
classification result. In the training stage and testing stage, a hybrid classification model, a hybrid text size classification
model and a one-to-one classification model are constructed respectively. Experimental results show that the hybrid
classification model and the hybrid text size classification model provide a classification accuracy of 16%~26%, and the to-
one classification model provides a recognition accuracy of more than 90% for the four working modes.
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Fig.1 Block-cipher working mode recognition model
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Table 1 Test result of hybrid classification model

FEA & TAEB AR, E AU /%
8 2 16.7
20 5 222
100 25 26.5
200 50 24.7
500 125 25.7
1000 250 25.4
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Table 2 Test result of mixed text size classification model

A K/NKB FEA BB TE AR 5%
size<20 100 25.0
20<size<60 200 255
size>60 500 26.0
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4593551 97.61%. 1 CFB vs OFB R B R A%, Fo
AR IR5) 97.36%., M 3L T LIFE F, 4 Fh TAER
SRR R AE R B FER R &k 95% DL 1, B
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B2 45 AT LA 6 4 FP TR IR A 18 13 45 40
AR AT 2SR 45 AN It g 24 % H kAT — X —
Iyt s R R
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Table 3 Test result of one-to-one classification model

P TAERL L FEAEL LB R 2% HER %
CBC vs CFB 1 000 96.55 3.45
CBC vs OFB 1 000 97.61 2.39
CBC vs CTR 1 000 97.56 2.44
CFB vs OFB 1000 97.36 2.64
CFB vs CTR 1 000 95.83 4.17
OFB vs CTR 1 000 91.67 8.33
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