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[ Abstract] In recent years, security proxy has been utilized by more and more users to.circumvent Internet censorship
and access restricted resources. The classification of security proxy traffic is of great significance for network security
and network management.In order to make up for the insufficiency of the existing deeppacket inspection technology and
improve firewall traffic detection capability, a secure proxy traffic classification ‘method is proposed. The side-channel
features used for security proxy traffic classification are extracted, including the'payload length sequences and the signal
sequence.Then based on these features, machine learning and deep learning algorithms are used to identify the traffic of
widely used security proxies, including Shadowsocks, V2Ray’, Freegate, and Ultrasurf. Experimental results show that
compared with algorithms such as MLP and LSMP, the proposed traffic classification method provides higher accuracy,
F1 value and other performance indicators.
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Table 3 Structure of MLP hidden layers
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Table 4 Specific parameters of conyvolutional layers
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Table 5 Specific parameters of full connection layers
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Table 9 Performance comparison of different
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