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User Behavior Emulation Technology Based on Interactive Traffic Replay

HUANG Ning,LIU Yuan, WANG Xiaofeng
(School of Artificial Intelligence and Computer Science,Jiangnan University ; WuxiyJiangsu 214122 ,China)

[ Abstract] Traffic replay can provide realistic traffic data for the cyber range, and'support new technology verification
and network security, evaluation/To meet the needs of interactive user behaviot simulation for complex virtual networks,
an architecturenfor user behavior emulation is designed based on interactiventraffic links. The architecture adopts a
distributed traffic' emulation strategy based on cloud platform to achieve diversified and scalable loading of user
behavior emulation for complex target networks. The delay repair ‘and, compensation strategy in the process of traffic
replay is further studied to improve the timing fidelity of interactive user behavior emulation. Results of emulation
experiments show that this method can realize interactive large-scale.user behavior emulation with the accuracy of traffic
timing ensured. It has certain advantages in the diversitys scale and fidelity of behavior emulation over traditional
methods such as ITRM and Tcpreplay, providing effective support for security evaluation.
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Fig.1 Comparison of DUT serial replay scene and target network link replay scene
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2.for packet in origin_pcap do
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TCP_flag==SYN
4 first_syn_pkt «<— True
S.ts_syn < packet_ts
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8.if first syn flag is True and packet tuple == server
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9.ts_syn_ack < packet_ts
10.delta «<— ts_syn_ack—ts_syn
11.if first_syn_flag is True and tuple == client_tuple and

tep_flag == ACK
12.rtt <— packet ts —ts syn
13.break
14.end for
15.tc «— delta/2-rtt/4
16.pcap_fix «<— create a new pcap file
17. client _IP, server IP «— get source IPfand,destion TP
from the client tuple
18.for packet in origin_pcap do
19.if src_IP == client_IPsthen
20.packet_ts «— packet ts +t¢
21.else
22.packet _ts <= packet ts — tc
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24.end if
25.end for
26.return fix_pcap
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Table 2 Replay result of concurrent behavior

simulation traffic

- i . L e
P T v L L
(P e i SR A o W

JH P8
Webiffsk 15000 HTTP  315000/34.4% 28 99.98
BYEEEEE 1000 TNS
HEfE4:E - 20000  SMTP

45k 36000  TCP

302 000/32.9% 30 99.99
300 000/32.7% 8 99.99
917 000/100% 66 99.99

TEAR RS 2 A3 R0 [0 B 8088 3 N 8 5 IR iR 00
— B AT T, 3 245 0 WORAE MUY 917 000 %L
it i sC A S = A T 66 AN LT ST, 3 R A D L
1 2R L HFAE 99.99% , [9] T 1) A i PE RS e 2 1
FAIFRAT AT EAY T K
4.2.3 BB AT AT EREYE R IR ST

W AT AT BT R i AT AT A
B, AR SCE o FOi 2 N R T R B A
TR0 o A SCH PAT R 05 L5 1 IR ] b 8 2
FUAT R BB AR L A H B 2 4 S 0 g ko
B P AT AR AL M . 7E 1R 4 B AR W 45 ik s
T — 4L 35 Y fsip client] 5 sip_client2, I 7£ H [
BT LTS T 38 {F AR 55 795 £ sip_server,
1217 s, B8 T U AR A B R R STPp , X i 1 3 A7 5
HE o SR AR SCAT S O B A O R R
mal_user #F47 H A, BRSBTS
3R sip_clientl F] sip_server [ 35 34 =K it it , #4918
T P AT AR AL LA B 38 1 P 55 78 40 3 39 -
SR GTE = Y S mal user b HEAT 3 eEc; , B
TF #% I 2 (mal_user->sip_server) &8 i % % 1
(sip_clientl->sip_server) % i iR 17 A2

®3 BETAGEREHEE

Table 3 Simulation traffic model of call behavior

i 1D B 1D P )8 A
1 185000000 185000500 111.1.1.1 sip_clientl
2 185000500 185000000 1112.1.1 sip_client2
999 185000499 185000999  111.1.2.246  sip_clientl
1000 185000999 185000499  111.2.2.246  sip_client2

AR YR S 5 SR F i 500 41 P R AT kL BT AR
PR 5 sip_server S48 1 09 38 16 AL D £, & 8 il

WY A sip_client2 S 4 Wi 7R 1 G5 )T B TE
P 7 b it 2k S 2 1 K B0 8 BT S T A I
WHR SR A5 R UE I G Y A A 3
iR AE g AUBE R 5 AR RS R IR S
SIP_c2 19 i b B P P 8 2y 38 4% % 1 3 35 A7 O 2R AT
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Fig.7 Number of successful calls counted by the call proxy

server sip_server node in real time

----------------------------- Statisfics Screen ---
Start Time | 2020-06-08 10:43:04.957619 1591612984.957619
Last Reset Time | 2020-06-88 10:44:11.774610 1591613051.774610
Current Time | 2020-06-88 ,10:44:12.698345 1591613052.698345
......................... 4O Q.
| Perigdic value | Cumulative value
......................... . N
Elapsed Time |\ 00:00:00:923000 | 00:01:07:740000

-<==pfd~9]: Change Screen --

Call Rate

Incoming call created

0.000 cps

7.381 cps

|
+
|
OutGoing call creatéd |
Total Call created
Current Call
......................... +
Suecessful call
Failed call |
+
|
|

Response Time T 0:00:00:000000 0:00:00:002000
Calib Length 0:00:00:000000 0:00:15:013000
------------------------------ Test Terminated ---------------------oooooo-

B8 #1ET & sip_client2 & 25 1@ 1% B Th 3

Fig.8 Number of successful final calls of
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call node sip_client2
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