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Fast Identification Method of Malicious TLS Traffic Based on CNN-SIndRNN

LI Xiaojian', XIE Xiaoyao"?,XU Yang’,ZHANG Sicong®
(1.School of Mathematical Science, Guizhou Normal University , Guiyang 550001, China;
2.Key Laboratory of Information and Computing Science Guizhou Province , Guizhou NermalUniversity , Guiyang 550001, China)

[ Abstract] Traditional shallow machine learning methods for identifying/malicious.TLS traffic rely heavily on expert
experience, and perform poorly in traffic representation.In addition, the training of the existing deep neural network detection
models is time-consuming due to the deepened hierarchical structure.To.address the problem, a lightweight end-to-end method
for malicious encrypted traffic detection is proposed based on CNN-SIndRNN.The method employs a multi-layer one-
dimensional convolutional neural network to extract the localspatternifeatures of a traffic byte sequence, and uses global
maximum pooling to reduce dimensions to simplify computational parameters. At the same time, to enhance traffic
representation, an improved recurrent neural network is designed imyparallel to capture the long-distance dependence of traffic
bytes.On this basis, the Independent Recurrent Neural Network{IndRNN) unit is used to replace the traditional Recurrent
Neural Network (RNN) unit, and the sliced parallel computing structure is adopted to replace the serial computing structure
of the traditional RNN.Then, the features extractedifrom the two types of deep neural networks are spliced to represent the
malicious TLS traffic. The effectiveness ofithe proposed method is verified on two open datasets. The experimental results
show that the method exhibits a F1 score 0f0.965 7 in the binary classification experiment.Its overall accuracy rate reaches
84.89% in the multi-classification experiment.Compared with the model of BotCatcher, CNN-SIndRNN model improves
the classification performance while reducing the training time by 98.47% and test time by 98.28%.

[Key words] malicious TLS trafficiyindependently recurrent neural network; sliced recurrent neural network; one
dimensional convolution neural network ; global pooling
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I AW R - MR B E

4.s_seq_vec= tokenizer.texts_to_sequentels. seq,)// ¥ 2%
I T A S AT G

5. s_encoder=Embedding (len (vocab+1, embed size=128,
input_length=1331) (s_seq_vec) /T #im) & 1k , B F i %
IIAFEAR W4 45 205 U 0 T 90033 1}028 = 4 i o 1] it

FI2  TLS il WAL B

1. C =ConvlD(s_encoder)

2.C'=ConvlD(C)

3. feature_localcorre = GlobalMaxPooling(C") /4= i K
IRA, , 3 HURy E AR AR AR

4. feature_temporal=SIndRNN(s_encoder)//fJi] SIndRNN
I FE U 7 R AiE

5. input = concact (feature_localcorre, feature_temporal)

114 T 26 B R AL HEAT B 42

I3 BRI S RIE,
1. train_data, val_data=StratifiedKFold (n_splits=5, shuffle=
True) (s)//2R H #4728 SLEHIE

2.K=0

3.While(K< n_splits ) :

4.do

5.while(not satisfy Early Stopping or epoch<¥i 51 )
6.do

7.for (i=0;i<len(train_data)//batch_size;i++)

8.from train_data select batch_size sampls randomly,

9. output=Softmax (input) , y,,. =argmax (output)//Fi [i] i1
/i U A

10. A 2K C6) A2 (8) 3 FEATH o 8, A (9) A (10) J2
1] SR A A AL AR 5 i

11.end for

124 1] val,_data S 5250 6 47 50 TiF

13.end while

14 K++

15.end While

HR4 AL LS PRAY o I B I b
RERYEAT T , I Gl7 ) 20 S 28 X A58 2 4 e 1 il

3 X

30 LBRFEH5HE

AR A B TE Windows 10 B2ER 4 I, CPU
A Intel it %5 15-9400 F/2.9 GH/6 cores, 17 16 GB, &~
HYE Ik GeForceGTX 1660, WL A6 7 LU X I %5
BT R R 27 3] s keras2.25, 5 v tensorflow-
GPU 1.8 58 AL IFAF N diz BTt & 31855 4 python3.7.3,
IndRNN %5 s T 53 2 % 5% 32 : https: //github.com/
titu1994/Keras-IndRNN/blob/master/ind_rnn.py,

CNNOSINARNN #4571 [ 2% 25 #g i 3 1 s o
SRS 20 2 RS R e A RS R AR 2
P S S0 25 R 1 LA 28 SCIRAIE , B FEAS - 24 43
Sy B R b 4 A DI R AR R L AR
ISR | fie 2 45 RIS Ul i g {8, DI R 4 50 Tk 4R
FI A L 81 1

%1 CNN_SIndRNN #58I [ 48 £ 4
Table 1 CNN_SIndRNN model network structure

JZ (A B RS e

input_1(InputLayer) (None, 1 331) 0
embedding_1(Embedding) (None, 1 331,128) 37 888
convld 1(ConvlD) (None, 1 327,64) 41024
input_4(InputLayer) (None, 11,11,11) 0

convld 2(ConvlD) (None, 1 325,128) 24 704

time_distributed_2(TimeDistributed) (None, 11,128) 71 168
global_max_poolingld_1(GlobalMax) (None, 128) 0
Ind_rnn_3(IndRNN) (None, 128) 16 640
concatenate 1(Concatenate) (None,256) 0
dense_1(Dense) (None, 8/1) 2 056/257

Total param/Trainable param 193 480/191 681
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®2 BRESYIRE
Table 2 Model parameter setting

Embedding  Output_dim:128, Dropout:0.5

Kernel_size:5,num_filters:64,strides:1, activation:relu,

ConvlD 1 . .
- padding:valid
Kernel_size:3,num_filters: 128, strides: 1 , activation:relu,
ConvlD 2 . .
- padding:valid
SIndRNN Units: 128, return_squences:False, activation:relu,n:11,k:2

Full_connect  Units:1/8,activation:Sigmoid/Softmax

32 SLEHE

AR S g H A RO AR AOR IR D CTU-Malware-
Capture'"” Fll Malware-Traffic-Analysis **'2 4~/ () 5K
WO H AR Y SRR B R N is T 2 P06
B I AR AR S AT i R v R 3 o e v 4 T IR 55 7%
(2 il TE % P2 il CTU-Normal-Capture >
B e o A i SRR U peap , 1B ITAE 58 2 BB
T TLS KMyt . M T TLS 8 T Ur i fig Soffi W Sc A%
Han , PRI LG e B0 00 A B B i 1 3R scapy JE X 4l 3R
) EHE 11 Sk ABAF B AT AT, X T — A2 B TLS 25
W, Ho A 3 F2 — € 1 7% ClientHello . Server Hello .
Certificate , ServerKeyExchange 5534 :E 2 A1 B, . WAR
AN B U A R I B DL R D TR
- TLS Yt o A B0 i bR il 21 A B3 4006 8, 0 il 7
W25 A8 AN FaE , B TCP \ TLS {8 Fid A e 8 &
IS T 30 TLS 3 42 8 57 0 W, 3 S U kgl )
FAETLS it Zeidd )5 15 3 i SE 30 45 BLAR A dn e 3
J 7R o

R3 HIEEHEARSHE
Table 3 Data set sample distribution

LG /IES AR AR FEAEL

Malware 5359
CTU-Malware-Capture
CTU-Normal-Capture 4978

Trickbot 502

Adware 1196

Zbot 820

Malware-Traffic-Analysis WannaCry 100
Dridex 4289

ElTest 515

Emote 1487

CTU-Normal-Capture 4978

3.3 iEfEIEER

SEH6 SR RS 16 °% (Precision) , & 0] % (Recall) |
A BB (FLAH) 3 4R fE 5 % (Overall_ ACC) K
ROC [t £ 5k PF Al B0 8L Pk g /Y 46 45 o 1H S A X
A1)~ (14) fir s

IR TR 20224F4 H 15 H
T
PI’recision = i ( 11 )
TTPI + FFPL
TTP
Ryt = 77— (12>
Recall TTP’ n FFN'
P rcision X R
Fl=2x —remn e (13)
PPrecision + RRecal]
2T,
O overati ace = % (14>
DT+ Fiy)
i=1

v 7y, R T 25000 0 0 Jon 2 I B OE A TR A
MBI s Frp 275 R JE T 200 1 0% I it R 51
S i BB ; Fr 275 I8 T 2800 1 648 U R
SR ARZZE MR E R . ROC IR A AR AR 9\ A A 2
i) F B FH 2 (FPR) 1 EL FH & (TPR) £ il 1My B, % T3
G358, ROC 55 A A il B s i) 1T B (AU Cuik R
FER o FERE RV RE A AT
34 IXWERE5HMH

9 PF Al CNN_SIndRNN £ 5 £ 55 He BFST 4 #1
M, 7E CTU-Malware-Capture S 5 £ Fxdilll 2535 2k 26
BRSO AT A L . S SR A B T E R
1331, B 3 FR AE B4 78 By il ok i RNN . GRU .
LSTM 5 IndRNN fF3f $.o8, &5 KL W& 5 frow , %
116 4 500 2R Al [R].2 B0 5 00 ) (9 U R 43 J2
X o IndRNINTE 480 11 28 5 o0 i 84 B A e 2
gl BEs , GRU K& LSTM ¥ 43 /N iR B 47 3%
RN B A S P o, P BB B 2%, 3X 136 B IndRNN
1E 222 IR 1 28 I 2% 41l AR < 5 51 45040 4% Ak 19 4R
Heo 6 i il 52 g A B0 ff H] CNN L SIndRNN
Kol T i FI CNN 5 SIndRNN £ B I 25 7 B 5 %}
o, AT DL A A R A KRR A 5 B AR AE A R
S K TLS ¥t &2 B, B 580 fF ] CNN X SIndRNN
AR

07~ |[—RNNfBETE
' ----GRUfFF 87
06| |- LSTMAEERETE
—-— IndRNN{E¥F #T

IkiRE
i o |
¢ oSGl
T DIl
Tk :§ e
8 et

LAWY
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Fig.5 Comparison of training error iterations
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Fig.6 Comparison of training accuracy

3.4.1 A REEIRNTH

HEEASCTHE CNN_SIndRNN AR/ HSIER TLS
T BRI 7F CTU-Malware-Capture $(54E I 5
10 A SHZ IR 2 > FEERTR | D-CNN BotCatcher
ALY 2 >R SVM  BEHLAR AR BEF TSE 0% e . 7
JET 1D_CNN 286 SR SRS 182 1D_CNN
Oy IREERE  FEBTLS 25 Tl 784 717 A 22— 2
LR AR 8 BB R iE 2 & . BotCatcher 7Y
K SCHR L7 1 0 B 43 284580 | 43 3 R TLS 23348 I i
1 024 4F 45 FIHT 105 (A5G 21~ DNS %k
P, BB LT 80 F19) , 4 il A CNN 5 LSTM
P2, LSTM SR 2 )2 801w I £ 2546 . SVMBEHTLAR
MRERTRR FHSCHR 4 J$2H (2EF TCP .UDP #4: . TLS .X509
UEB H B =AML 1S G ey 2588 , b SVM
W bR BCR AR BEPLAR AL 72545 n_estimators X &
h 100, 5 B REA A S IR 25 T UNFE 4 Frow , R HP kL EL
i F s i A s R K

R4 ZHEIXRERILL

Table 4 Comparison of two classification experiment results

SRk

e RS FEREIE S FI{H
SVM 0.927 5 0.877 5 0.901 8
1D-CNN 0.926 6 0.928 7 0.927 6
RandomForest 0.953 0 0.963 8 0.958,4
BotCatcher 0.964 8 0.960 4 0.962 6
CNN-SIndRNN 0.959 8 0.9717 0.965.7

rh 3¢ 4 AT, CNN-SIndRNN #5  f{ 3 W3 F1 1
439 0.971 7.0.965 7, £ 5 Fft 45 A B, 6 0 i S
SRR Bl . AR b SRS A pEHUS
BT I A 0 5 S AR B L K 2 0 i i EL A R 4y
BT RRRAE LA X A3 % AR 5 R R AR R TR A
AP A% . MR BE 2% 2 7 vk BeAE B R BRRRIE , A (UK
T ARSI HAE T 750288008 . R WAl AR SC
REHYTE 00 2S00 P AR AR A DU 45 SR b ) B P R
(FPR), EFH>R (TPR)%: il ROC i £k &, 25 S i [&] 7 fir
7~ o CNN-SIndRNN #E AU () ROC_curve [ 14 0.994 5,
FE S i A2 75 v g R e A, 1 A AR ST H AR A S — 4y
MBI E B ROC L& 1R ¥ fc b

——ROC_SVM curve (AUC=0.965 9)
——-ROC_1D_CNN curve (AUC=0.971 9)
—-—-ROC_RF curve (AUC=0.982 7)
—-—ROC_BotCatcher curve (AUC=0.987 7)
----- ROC_cnn_sLNDrmn curve (AUC=0.994 5)
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Fig.7 ROC of two classification

3.4.2 ZOrREEIRXIL

FESZR I FH HAN S R B30 ek 3 17 U a8 A
T EER TR SR A TR IC , IF R 73 2 A G DA
g NGRSE . ML ,7E Malware-Traffic-Analysis #(Hi
% | %} 1D_CNN BotCatcher,CNN-SIndRN N k17
2P RSy NI R IZARRE /) o ARG AB R H
{5 (Early Stopping ) 3 I 2 48 5 il 76 il 12 A QU B, 2%
REGE— B E R 20, BN o PR % 22 20 kS
SRR A R BB E P TR 2 3 R AL 25
A ECT S A 20,2322 , ORI 20 58 A1 25
HERA R AR FEL T RIEL , G5 S a8 8 ir 7= . BotCatcher,
CNN-SIndRNN FEI 9] 4 56 TEAE HER % T 1D_CNN
RERL, NG gLl & B8 0 B0 , HL R ISR B m,
CNN-SIndRNN Y (i i 2535 1] fie e
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Fig.8 Comparison of accuracy rate of validation set in first

20 training processes of three models
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R TR 202244 H 15 H

P (9 fe K{H . ID_CNN B F 6 = XT3 i )2 K
S5 R RT bR SO R AR B RAE R Gk R I A% 2R K
AR B F Il R R F1 {A ¥ Ik T BotCatcher 5
CNN_SIndRNN #5% A | #& {A of 6 2 1 247 0.795 8.
AR ST £ 55 AU B R U i % 5K 0.848 9, [k ID_CNN |
BotCatcher & & 73 5l 5 i 5.31% . 0.32% , %t W] A 3¢
P A A A R AE R R A T A AR AE s Wb, A Bh

2 4 % 2 TLS Uil & R AF 5 T S A & . 3 R IR JE o
> KAL) WannaCry 3% & B A 505 (1 32 0] 3 15 ¢
%, X J& A & WannaCry il ZBot R 5 7F fh £ 5
C&C fI|k 55 % 8 37 3% Hz i) 38 15 47 8 5 R AH AL, AH 2
B 1Y WannaCry B AR g 12 H] 4 ZBot, H 1% 35 jll k¢
AR D R B S BR TEk FE are  HRE
(4 15 DA B R AR, S BOR BIROCR KA

Benign 0.00 0.01 0.00 0.00 0.08 0.01 0.03 3:
Trickbot 40. 0.00 0.00 0.07 0.00 0.07 0.7
Adware 10.10 0.02 0.00 0.04 0.02 0.05 0.6
" Zbot 40.05 0.00 0.00 0.39 0.01 0.18 0.00 0.36 0.5
‘ﬁ, WannaCry 40.00 0.00 0.00 0.36 0.09 0.27 0.00 0.27 0.4
Dridex {0.08 0.00 0.00 0.02 0.000.02 0.04 03
ElTest 40.13 0.02 0.00 0.06 0.00 0.21 0.32 0.26 0.2
Emote 10.10 0.04 0.04 0.08 0.02 0.11 0.07. 01
T T T T T T T 0.0
@&i&\&oibﬁ @;@Q&O&‘@‘o\& T
TR RS
(a)ID_CNNA A
0.9 0.9
Benign 0.00 0.00 0.00 0.04 0.00 0.01 0s Benign 0.00 0.01 0.00 0:00,0.04 0.00 0.02 iy
Trickbot 4 0.04 0.00 0.01 0.00 0.02 0.01 0.04 0.7 Trickbot+ 0.03 0.00 0.01 70.00°0.01 :0.000:02 0:7
Adware 0.04 0.00 0.03 0.01 0.05 0.6 Adware- 0.05 0.00:0.00.0.03 0.01 0.04 06
’ Zbot 40.00 0.02 0.10 0.01 0.27 0.5 & Zbot4 0.00 0.00 0.00, 0.01, 0.08 0.03 0.23 0.5
ﬁ WannaCry 40.07 0.00 0.00 0.36 0.11 0.18 0.04 0.24 0.4 l{ﬂ\é]?WannaCry- 0.15 0.00 0.00 0.05 0.09 0.00 0.18 0.4
Dridex 4 0.02 0.00 0.01 0.02 0.000.01 0.01 0.3 Dridex4 003 0.00 0:01 _0.02 0.00 0.01 0.02 03
ElTest {0.03 0.00 0.03 0.03 0.00 0.12 0.42 037 0.2 EITeét] 0,02, 0.0010.03 0.05 0.00 0.15 .0.25 0.2
Emote 10.06 0.02 0.06 0.10 0.00 0.04 0.09 . 01 Emote4 0.06. 0.03 0.06 0.11 0.01 0.06 0.12 . .
T T T T T T T 0.0 T T T T T T T 0.0
-\ -\ X
@@&i&&‘ oy&‘é@ v;o&odo“@@&% < : Q@i@&i@"’& W:é‘&odo“&+‘o\& 0%\‘0‘@@
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(b)BotCatcherfi 7! (c)CNN_SIndRNNAE
9 3 FAEELI K 5L TN 45 R IR B EBE
Fig.9 Confusion matrixef prediction results of three models on test data
R5 SHRLRFIEEREERR
Table 5 F1 yalue and overall accuracy of multi classification experiment
FI{H
Gy A AY AR AET R
Benign Trickbot Adware Zbot WannaCry Dridex ElTest Emote
1D_CNN 0.8957 0.849 2 0.839 4 0.5452 0.097 7 0.842 2 0.384 5 0.565 4 0.795 8
BotCatcher 09317 09183 0.8659 0.630 9 0.083 8 0.906 6 0.5113 0.5812 0.8457
CNN_SIndRNN 0.942 0 0.891 4 0.8757 0.606 7 0.132 0 0.909 6 0.458 9 0.610 4 0.848 9

F 6 3R S B0 I 0 A 1] RS R R
ANXF LG 25 R 2 v IR RO 2R 055 3% 2 BN 1 e KA
YL AR TE L 17 SN ZRAEAR 1 j s AR 0] 1) °F
YA, 3 18] s 76 T A MR A (1 389 2% ) HLy il
WO, 1D_CNN LT, CNN_SIndRNN

YIZRE [R] AT E] 43514 7.499 .0.453 s, L 1D_CNN
SRR FERT R, 150 I 5 e A TR A A S AT e B ) R
FONI PSRBT (HASC Y SIndRNN ALHT CNN
FEAT b B BE SR AL /N . BotCatcher #5131 24 FE 1 34
489.902 s, 78 3 P A v FE I i K 53X 2 O H LSTM
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K FAAE A A O 2K, WP 7 1 B A B BT RAR
i b — BRI AE S . 1 SIndRNN 2R H (1) IndRNN
PEIR B TTHE BT P NN JR ITAT AR, 7R AR IR AR
K HE B HORE OC R T HE T AT ORI 4 R s AT R vl i
AR FIR] , 5 BotCatcher A FE , P11 5k S} a] A5 0 38 Bisf ]
AT T 98.47% F198.28%., MAh , A SCIA BT T AR
PR CNN_IndRNN, B9 1 571 00 B AR A B, R
4y E1 R XA i A #) IndRNN B, 1| 2R ]
2104999 s, HZAH L, A ORI 2RI} 8] 7] 5 44 24
85%, X L5 2.2 W IR HE R BEAMIAT . A SCIRITHI R
A CNN_SIndRNN BRI ZEIEAT 193 480 1, 15
IR /MY Ky 785 K, 2T 1D_CNN 5 BotCatcher #%! ,
FEORIE S JEPERB R EE T, 4 0 T ARSI 2% Ay I psf ]
FEMRIAL TR S5 R A A A B T 4 SO B B AT i
B] A 3485 . CNIN_STndRNIN AR R 76 338 512 06 IR 5% v 3
FOA] A3 3 066 55 TLS 23 3& it , AT AT A A el Do 4 1 114
A TLS It o 55 I G 25K
Fo HMARILL

Table 6 Comparison of effect of models

o SHE IGatEs AR s BRI RN
1D _CNN 5 828 488 3.769 0.281 22.7M
BotCatcher 2121916 489.902 26.391 49.5M
CNN_SIndRNN 193 480 7.499 0.453 785.0K
4 LERIF
AR KT CNN_SIndRNN # B 2 14 — fh & &

TLS ¥ &t PR 7 vk i H 2 )2 — 46 B i i
7 A Hp B R AR 2R AE 7R W] 2SR F R TR
B FURAA LA 3R BT K s 3B J 2 W o Sk 398 5 3 i
fF, FEAT B — A IndRNN P 2% 2 ] DL 42 8 o 2 1
B) K R B AR A O &2 o e AN, R U)X 4%
FEATH B 554 18 8 2 M RNN SR A7 454, DT K i
ALY SRS B B . S BG4 R B, 5 BotCatcher
AHEL L 3% 7 e A0 AR IE % 25 TLS T 51 258 19 B R, 1
S5 Bsf ] RS I B ] 43 500 15 48 T 98.47% F1 98.28%: I
FEAR TRLALAE 24 1 . i 1 B Al & 1A 5 a4
B B AR AR B D AR SO T e B SO B
% U R Bz AL RE IR AR T . T — 20
B AR 22 1T Ak B ARE AR AN Y [, T D B S R AR
K F bR AT 91 45 & SMOTESR. %, AR 4% Tomek
link 1 85 & OB REAS . oAb, 223 7E HoAb B bl 4 b ok
AT, LS S A A G 77 Ak R
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