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Dynamic Scheduling Strategy of NFV Mimic Defense Architecture

Based on Evolutionary Game

ZHANG Qingqing, TANG Hongbo, YOU Wei, PU"Liming
(National Digital Switching System Engineering & Research Center, People’s Liberation Arfmy Strategic Support Force Information
Engineering University ,Zhengzhou 450002, China)

[ Abstract] Constructing a Network Functions Virtualization(NFV) mimic defensesarchitecture can break the unequal pattern
of attack and defense with defense lagging behind attack , where the key implementation technology is the dynamic scheduling
strategy.However, most dynamic scheduling strategies in the existing mimic defense architecture schedule according to the
inherent characteristics of the executor, and do not further use the adjudication mechanism to optimize and adjust the location
perception ability of the abnormal executor.To address this problemythis paper proposes a new dynamic scheduling strategy
for the NFV mimic defense architecture by introducing evolutionaty game theory.First, an analyzer is added to the NFV mimic
defense architecture to analyze and research historical atbitration information.Second, based on the feedback information
obtained from the analyzer, a multi-state dynami¢ scheduling evolutionary game model is built based on the bounded rationality
of both offense and defense, using the replication dynamic equation to solve the evolutionary equilibrium strategy, and
Lyapunov’s indirect method to analyze the stability.of the equilibrium strategy.Finally, an optimal dynamic scheduling strategy
selection algorithm , based on evolutionary game theory, is proposed.The simulation results show that the method proposed
in this paper can effectively use thetarbitration mechanism ability to locate and perceive abnormal executive bodies. Through
in-depth analysis and contindous optimization, an adaptive and targeted scheduling strategy is selected to further enhance
the security benefits and defense effectiveness of the system.
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41 FEERE

R 5k MSDSEGM 5 AU 1 fe {0 18 i SR W 1 HUAR 1
B AT A1 R BOPE L 7E MATLAB 1 B X 128 1k
FEFEAT 5 B 5 b7, 45 BV 15 EALEC B K Intel® Core™
i7-7700 CPU 3.60 GHz,8 GB RAM. W {# T /& /R /3HT,
AT A IR A R GRS T R A . 1 A
PRBUER 4, B 4E &R 5553 9% JH Windows Server 2016 .
Ubuntu 18.04,CentOS #1 Windows Server 2008, Hi il
I 1A P% #% (Common Vulnerabilities & Exposures,
CVE)"7 118 A I 77 2 4> % 4t (Common Vulnerability
Scoring System, CVSS)""* 15 5| 2 (R EE R G L B 5
B I TAE S, iR 2 rs , Hodr CVSS 438 Jz Bk
e B AR U T A 43 B R 10, 5/ R 0
CVSS 1343 7E 7~10 [ 2 = Fw i , 1353 17F 4~6.9 Z [A] 1)
SEPYTR  A3501E 0~3.9 I ILEARZLT . Exploitability
S CVSS Hr iy A] ) BEAE bR, R b 1 U iR 52 B0 ) dE
SR . M LR 4D S AR TR BB 34 24 R P
A, M NFV 4802 B 16 28 4 22 C=4 FlUR B =
(@, D, D, D, }. HH RE @, R T K HyoH, M
H NTESPITIER DRSS &, RN AR H,  Hofll SR A
LPATIR RS @, TR B H,  H i H TR 00T
R RE @, FR AR 1, H I H, ESA TR, B
TSRS AT LLSEN Sy R GRS Z (R A 48, fly 0 RT LA
IR Sy = { @, Dyed, @, |, RIS
FMEHEA S, = {vull, vul2, vul3gvald, vals, vul6, vul7}.
M5 SCHR [ 19 ] e i) Tl FROBE 20 i #0557 s, 45 &
72 2 1 ) Exploitability 15 hrofis 25 1) 25 A4~ T T 19 25 o
I HE R« u(vull)=0.39, u(val2)=0.39, u(vul3)=0.39,
u(vul4)=0.34, (vuld)=0.39, u(vul6)=0.34, u(vul?)=
0.39. Z %3020 ] iy A b4k 75 1, A =5,
O.=5N.=5,F, =30,D,=10. D, 4l %5% M 5
FIIK 4 DI 30520110, U, MR 45 54 RIS 2 5 45 BLAR
1 A O ~ 10 Z B B E £, U, (H,)=5,

15.end;
16.end: UL(H2):4’UL(H3):7’UL(H4):2O
K2 BRERGZERESHRRAIGEE
Table 2 Operating system configuration parameters and vulnerability information
LR aRT BAERS Rl R A4S  CVSS Exploitability
CVE-2019-0543 F PR i4 TR [ 4 il 7] 85 U 11 vull 7.8 AV:L/AC:L/PR:L/UL:N
H, Windows Server 2016 . .
CVE-2019-0554 Windows N #% {55 .1t 7 U il vul2 5.5 AV:L/AC:L/PR:L/UL:N
CVE-2020-8832 Linux N % {5 B it & I i vul3 5.5 AV:L/AC:L/PR:L/UL:N
H, Ubuntu 18.04 .
CVE-2018-6557 Ubuntu Jr B i 422 I 1l vuld 7.0 AV:L/AC:H/PR:L/UL:N
CVE-2018-17977 Linux N 4% % 4 i il vul5 4.4 AV:L/AC:L/PR:H/UL:N
H CentOS
’ CVE-2019-16295 Control Web Panel % 3if; Hl /< i i vul6 4.6 AV:L/AC:L/PR:L/UL:R
CVE-2019-0543 £ R 1/ 0] i1 [7] 42 il [7] 85 Y 317 vull 7.8 AV:L/AC:L/PR:L/UL:N
H, Windows Server 2008 o
CVE-2018-8589 Windows 4 3 Jit 4% ¥ vul7 7.8 AV:L/AC:L/PR:L/UL:N
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