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Multi-Feature Fusion U-structure Deep Network for

Image Tempering Forensics

LU Dongsheng,ZHANG Yujin, DANG Lianghut
(School of Electronic and Electrical Engineering, Shanghai University of Engineering Sé¢ience, Shanghai 201620, China)

[ Abstract] With the intelligent development of image tampering tools, theltypes of image tampering are not limited to a
specific type such as splicing and remove, but often includes multiple ‘types of tampering and their combined
manipulability, making image forensics more challenging. To solvé the complex image tampering detection, an end-to-
end Multi-Feature Fusion U-Structure deep network for image forgeries detection (MFF-US net).Using the encoder -
decoder architecture to extract the tampering traces, which {include the contrast difference, edge and other differences
between the manipulated and non-manipulated regions, and using the convolutional layer of the rich models steganalysis
to obtain the irregular information of noise distribution on, the forgery image, detection of suspicious areas and
segmentation of tampered areas with high confidence'without pre-processing.On this basis, the feature extraction module
is used to obtain the fused tamper features.In thexfusion location module, the hierarchical supervision strategy is used to
fuse the tamper features extracted from different resolutions, so as to accurately locate the tamper area and realize the
tamper area detection and pixel level segmentation. Experiments show the F1 values of the proposed method in the
NIST16 and CASIA databases are’ 0.841 and 0.605, respectively. Compared with the existing MFCN., RGB-N,
MANTRA-net mainstream method, this method can not only achieve better detection performance and real-time
performance, but also has strong robustaness to JPEG compression and post-scaling processing.

[Key words] image tampering,forensics; deep neural network; encoder-decoder network; noise information; rich
steganography model
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Table 2 Comparison of F1 values of different methods

on different data sets

Sk NIST16  Columbia COVER CASIA

ELA J7# 0.236 0.470 0.222 0.214
NOI 5 #% 0.285 0.574 0.269 0.263
CFA1 7k 0.174 0.467 0.190 0.207
MFCN J5 % 0.571 0.612 — 0.541
RGB-N Jiik 0.722 0.697 0.437 0.408
Single-RGB J5 1 0.804 0.688 0.394 0.550
Single-Noise /7 % 0.793 0.710 0.353 0.512
ATk 0.841 0.723 0.418 0.605
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Table 3 Comparison of AUC values on the standard data set

Sk NIST16  Columbia COVER CASIA

ELA J5i% 0.429 0.581 0.583 0.613

NOIJi i 0.487 0.546 0.587 0.612

CFA1J7ik 0.501 0.720 0.485 0.522
J-LSTM Ji % 0.764 — 0.614 —

MANTRA-NET J5 i 0.795 0.824 0.819 0.817

RGB-N ik 0.937 0.858 0.817 0.795

Single-RGB J5 i 0.852 0.807 0.658 0.845

Single-Noise J7 0.856 0.886 0.543 0.807

A ICTr ik 0.942 0.909 0.727 0.845
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Fig.5 ROC curve of pixel-level classification on four standard data sets
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Fig.6 Examples of tamper detection results for different data sets
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Table 4 F1 value of different methods under JPEG

compression and scaling of NIST16 test set

i FE4HFH 100 JE4HFHRH70  RE4EHE T S0
/AR 1.0 E N N
ELA Ji ik 0.285/0.285 0.142/0.147 0.140/0.155
NOIJ5 % 0.236/0.236 0.119/0.141 0.114/0.114
CFA1 7% 0.174/0.174 0.152/0.134 0.139/0.141
RGB-N7¥:  0.722/0.722 0.677/0.689 0.677/0.681
ATy 0.841/0.841 0.828/0.814 0.738/0.787
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Table 5 Comparison of model parameters and

time-consuming of different methods
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