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[ Abstract] With the continuous development of network security technology, new attacking methods are becoming
increasingly numerous, exposing enterprises to unknown<threats that are difficult to identify. User Entity Behavior
Analytics (UEBA) is an anomaly detection technology to identify potential threat events in user and entity behavior. It
has been widely used in external intrusion detection and internal threat analysis of enterprises.By using machine learning
methods to model user and entity behavior and,identify risk points, UEBA can address unknown threats that are difficult
to detect, and enhance the defense of enterprise networks.This paper introduces the development history of UEBA , and
discusses its applications in statistical’learning, deep learning and reinforcement learning. Then the paper presents the
studies of typical UEBA algorithmsirand gives comparative analysis of their performance. The paper also describes
several commonly used public_ datasets, feature engineering methods, and two feature processing methods that enhance
the accuracy of behavior representation.On this basis, this paper summarizes the advantages and disadvantages of typical
anomaly detection algorithms3jand the limitations of internal threat analysis and external intrusion detection.Finally, the
future research directions in this field are discussed.
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for data in cluster and noise data respectively
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Fig.4 Procedure of auto encoding anomaly detection

based on density estimation

32 ETEZERAMMEMEE UEBA KR
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S PhILRlRE 22 R 2%, th— AR — M R 2
MEZ AN . 752 2R ML K242
() 368 3F 4 3 422 %) O XA o ) 24 25 4, HE 25 e e b AT
DL B O pR A AR R M R B S B 2 S L
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Fig.5 Procedure of GAN anomaly detection based on adversarial example generation
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Table 3 Comparison of performance evaluation of some deep learning algorithms
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CHik[62] PCA IRJE A i i 4% S 65.00 65.00 0.640 0 N/A
Z R IR &5 SCHik[65] AdaBoost+MLP EZIES 99.55 N/A N/A N/A
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5.1.1 KDD CUP 99 ¥ #£ 4
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Table 4 Attack categories of KDD CUP 99 dataset
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S 1471 4 i s Wy Probe  Probe.Mscan Nmap.Saint,Portsweep .Ipsweep . Satan
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Table 5 Comparison of somefeature.engineering methods
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Table 6 Some examples of host behavior feature processing
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