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[ Abstract] Graph neural network is widely used in graph data proeessing-related tasks , such as node classification , link prediction ,
and community detection. However, it is susceptible to security threats from adversarial attacks. Gradient-based attack methods are
widely used in graph neural network adversary attacks because of theirieffectiveness and efficiency.The efficient use of attack gradient
information and the acquisition of the attack gradient under discrete cenditions are key to obtain attack discrete graph data.This study
proposes a poisoning attack method based on an improved*Projection Gradient Descent (PGD ) algorithm.Using the model training
parameters as a function related to disturbance insteéad of a fixed constant, the effect of disturbance is considered in the model
adversarial training, and the effect of model adversarial ‘training is considered when updating the attack samples to realize the
combination of data poisoning and adversarial training. The PGD algorithm is used to perturb the variables and convert them into
binary such that the attack gradient information can be used effectively to solve the linear increase in the time cost with the disturbance
ratio in the greedy algorithm. Experimental results show that when the disturbance ratio is 5% , compared with the performances of
Random, DICE, Min-max, and other attack methods, on Citeseer, Cora, Cora_ml, and Polblogs datasets, the classification accuracy
of a Graph Convolutional Network(GCN ) model attacked by the proposed method reduced by 3.27% , 3.06%, 3.54% , and 9.07% on
average , respectively , demonstrating the best balance between time overhead and attack effect.

[Key words] Graph Convolutional Network (GCN) ; adversarial attack; poisoning attack ; Projection Gradient Descent
(PGD) ;adversarial training
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Table 1 Statistical characteristics of datasets

K il 4 R BERUE e R 228031
Citeseer 2110 3668 6
Cora 2 486 5069 7
Cora_ml 2812 7981 7
Polblogs 1224 16 714 2
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Table 3  Classification accuracy of graph convolutional
network model by PGattack attack in different training

rounds
pIES Gy R UE 5
B Citeseer itk Coraidfife Cora mI%disE Polblogs¥iiite
0 0.720 7 0.8300 0.853 6 0.9550
10 0.718 3 0.8165 0.846 1 0.903 9
20 0.706 0 0.809 0 0.836 2 0.898 9
30 0.696 3 0.803 4 0.824 6 0.881 4
40 0.694 9 0.801 4 0.8258 0.876 4
50 0.690 5 0.800 3 0.8218 0.865 2
60 0.690 5 0.800 6 0.8209 0.864 6
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Fig.2 Classification accuracy of graph convolutional network

model by the proposed method attack
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Table 4 * Classification accuracy of graph convolutional
network model by PGattack attack in different

learning rates
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CF

0.01 0.691 3 0.801 5 0.820 9 0.866 2
0.02 0.688 0 0.799 4 0.818 2 0.864 3
0.03 0.694 9 0.798 8 0.821 4 0.862 4
0.04 0.689 0 0.803 4 0.818 2 0.865 2
0.05 0.688 4 0.809 0 0.821 8 0.871 4
0.06 0.690 5 0.798 6 0.820 7 0.868 9
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0.10 0.690 0 0.800 1 0.8209 0.871 4
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Table 5 Classification accuracy of graph convolutional

network model by PGattack attack in different

disturbance ratios
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Table 6 Classification accuracy of graph convolutional

network model after attacks by different methods
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Fig.3 Classification accuracy of graph convolutional

network model by the proposed method attack
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Fig.4 Classification accuracy of graph convolutional

network model
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Table 7 Time costs comparison among different.attack

methods
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