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[ Abstract] Web Application Firewall(WAF) detects and filters HTTP traffic to and from a Web application via a set of
rules. Owing to the complexity of malicious traffic; WAF rules must be constantly updated to defend against latest or
advanced attacks. However, existing methods for updating WAF rules require high degree of human expertise to
manually design malicious test traffic for a particular attack and generate protection rules for malicious traffic, which is
time-consuming and cannot be adapted to other types of attacks.In this study,a WAF reinforcement scheme based on
Recurrent Neural Network (RNN) is proposed to automate the reinforcement of the WAF without relying on any human
expert knowledge. It generates malicious payloads through RNN and discovers bypassing malicious payloads against
WAF from the payloads, that is, to discover the security risks of the WAF rules.Then it designs scoring functions to find
the important strings of the malicious payloads to generate signatures and block subsequent similar attacks, and designs a
simplified regular expression:as the expression of the strengthened signature.We test four WAFs and examine three types
of attacks: SQL injection, Cross-Site Scripting(XSS) and Command Injection (CI).The results show that the proposed
scheme successfully generates a large number of malicious payloads that bypass the WAF, and the average blocking rate
of the WAF is only 52%.We also generate more bypassed malicious attacks compared with traditional mutation schemes
and SQLMap. After applying the signatures, the WAF malicious attack blocking rate increased to over 90% and
maintained a false positive rate of 0. This shows that the signatures successfully block these bypassed attacks, thereby
validating the effectiveness of the proposed scheme.
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Table 2 Definition of mutation operation

SE A X i
e IINE AR i CS(...a...B)—> ...A...b CS(admin' OR 1 =1#)— ADmIn'oR 1 = 1#
23 B WS(...k ky.)—> ok ks WS(admin' OR 1 =1#)— admin'\nor \t 1 = 1#
TEREAGA CI(..k ky )= ke ¥% ks Cl(admin' OR 1= 1#)—> admin'/**/OR 1 = 1#
FERTE CR(... %5 ¥/ s )= . ¥sh¥/. s CR (admin'/**/OR 1= 1#) — admin'/*abc*/OR 1 = 1#xyz
5 4 IE(...n..)—> ...0x[n],, IE (admin'/**/OR 1= 1#) ®admin' OR 0x1 = 1#
45 A8 08(...®..)— ...H..@=MH) OS(admin' OR 1= 1#)®admin' OR 1 LIKE 1#

7E ModSecurity Il Safedog I fifi FHH AX X & . &
A5 J5 % M SQLMap #EAT S5 o AE A R ) B BE o
3R I XS 45 R 5 IR SRk A AT LA, W3R 3
Fis . &3V LLE W A Jr ZA8 AT DL 7= 28 63t
WAF ) Payload, iX ¢ B WAF %3 35 A5 42 it 12 0% 1
47 5 Xt T ModSecurity, % 48 J7 % 1 SQLMap #5 Gt
AR R WAF B Sa R (A A SO RS 15 3] 5 K
(4 4 5 R L L3 = HA 2 4 O 5 % F Safedog
18 LI ABL AR AT LA B, 4 A 58 A8 O R Jm gt i B
TREAR 33k AT RE 2 Pl WAF S84 T 4 % 5828 19 % 17)
PP R R AR BEAR S R M SQL BEASHY 22 5 AR K S #
W HE 0% 52 38 1 FE A AE 28 A8 5 o i e 2 R B ge
RFAR 3%t 3 B 58 78 5 &R T WAF AR S8 A A 5
B b AR SO AR R A2 Py 58, AR L 2
P BB 5w SRt R, H AT T £ 255 WAF (1%

F3 3FHRER Payload f 5T R LI

Table 3 Bypassing rate comparison of Payload

generated by three schemes %
WAF FIREHE  SQLMap  EAFE AKUFE
ModSecurity 17 22 24 40
Safedog 12 25 10 53

45 HERZRWIE

TEA T R PEAS o [ 25 4 W RCR . T
A BN 4 44, {8 WAF BE 08 A7 80042 8 S ash it % 2 I
i, B S LA 240 HAw - e KA R % s
BOR AN B /AME PR R SR B L RS R
57 FH 42 48R R R i 8 3K 2 A HE A AR ke D 45 2R 1) T
B R U 28R R R R & B Payload 8¢ A B N E
Payload A9 He 3] , 1% i 2R 48 7~ K P Payload # H 51 K
% Payload B9 H 9] . A< SO T 4 %5 s 46 b 19 &%
I BE AR DL K B PE Payload >R BFAS A= B Y in 25 4 .
TE LI T R A S A 4 B R, B R i 4%
25 B R R R N G at 2

F AR T NN 2 5 WAF £ 808 (19 A8
(A AR NS & VIIEEY I F V& o T
RiEMERSE B2 LeEHREELZRBEEEE
SCHY BR R 300K S B0 R PR RN B Payload 119 TG 22 il 4
o MR 3B 2900 LLE A SO 2453 2110

2 20 LI TR R . AEN N & 4 5
$4 R 5 90% H & 100% , R % A B 1L T 2 0%
B ety A, A R Payload X H 17 iR i
RPEAL WA - %% K1 Payload g £ #% , B i [ J5
) WAF X 1E W i i A 27 A i o 28 38 0 iR 4O
#BA 0 s DL HEAT T 3 A, DA S AT R A R R R
Payload 5 K £ Payload IX 5| 1R K , A it i [ 4 44 1R
MEVC i 2] K VE Payload., 1M B8 SC4E Bt #f SE Qi ik, 5
& Payload #H{L 2% 5 B 4 Payload A Al B9 T8 A
AR AWM B M A h s
M2 Payload AHLAYIE O o BT 5, 55 0 HH i [ 45
24 Z T B IE GURR B, N N [ 45 24 )5 WAF 1) B 4 e
JIA TR ECRARFF7E 90% LA I .
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Table 4 Evaluation result of reinforcement signature %

[ i 5 o
WAF ik A A hul " m"” hf -,J”A
PR PR BRE
SQLEA 60 99 0
ModSecurity XSS 41 96 0
CI 67 95 0
SQLEA 89 100 0
Naxsi XSS 70 100 0
CI 55 98 0
SQL{EA 47 99 0
Safedog
XSS 26 97 0
SQLEA 36 91 0
Xwaf
XSS 32 98 0
5 HZRIE

A SCHE B WAF i [ 5 4838 528 RNN B Y A= i
3 & Payload, I I i WAF, LA & B8 WAF 77 4E 1Y
G, [ IR T — A% 44 Ay R PR 2
PR IR 1) O B AT HROR AR BN [ 25 44 L PR P WAF
ZJE SR U T AR Sy SR MK Tl R AR Y
o) R, S 3 B X 3 ik 28 B IE AL 4 5K WAF, 25
RPAARC TR T K% E L Payload, 24 ALY
Jin 25 2 A R B Ik T X e T IF HAR RN
0. Ja2g 2k Tamfb 2= > Jr i A AR SO 8 L 1 A
WAF 3R 1% [ 5t K 5 i & W 2% 1 22 2] oE — 25 ol 3
Payload [ il & I 42 = S8 ad % .
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