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MI Loss Evaluation Model for k-Anonymity in PPDM

GU Qingzhu, DONG Hongbin
(School of Cyber Science and Engineering , Wuhan University , Wuhan 430000 ;China)

[ Abstract] Privacy Preserving Data Mining (PPDM) uses methods such as dnonymization to allow data owners to
safely publish data sets that are effectively available in data mining without revealing private information. The k-
anonymity algorithm, one of the most widely used algorithms<in PPDM research, has the advantages of low
computational overhead, small data deformation, and resistance to link attacks.However, in some studies on k-anonymity
algorithms, the weight settings of the data utility evaluation model used by the algorithm are unreasonable, which leads
to the low classification accuracy of the optimal anonymous data setiselected by the algorithm.Mutual Information (M1)
reflects the relationship between variables.The MI Loss evaluation model uses the mutual information between the quasi-
identifier and the label to calculate the weight.The information‘less/©f each quasi-identifier is obtained through the Loss
formula, and the sum of all weighted quasi-identifier information losses is taken as the information loss of the data set,
which makes up for the shortcomings of the existing, evaluation model. Experiments show that using the MI Loss
evaluation model to guide the k-anonymity algorithm can significantly reduce the utility loss of anonymous data sets in
subsequent classification problems.The classification accuracy of the proposed model shows an improvement of 0.73%~
3.00% compared with the accuracies of the'Lossyand Entropy Loss models.

[ Key words] Privacy Preserving Data Mining (PPDM ) ; k-anonymity algorithm ; data utility ; classification accuracy; MI
Loss evaluation model
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Fig.2” Procedure of k-anonymity algorithm based on

MI Loss model
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Table 1 Quasi-identifiers in Adult dataset
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Table 2 Utility weights of attributes in three

evaluation models
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Fig.3 Classification accuracy of three models
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