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[ Abstract] To meet the requirements of the security level of ciphertext data, existing identity-based Searchable Encryption
(SE) schemes use symmetric bilinear pairing with a considerable number of security parameters for many times, which results
in a reduced computational efficiency and difficulty in combining their key form with the national commercial cryptographic
algorithm, SM9.To solve this problem,a SE scheme based on the SM9 cryptographic algorithm is designed.Public-private
key pairing of users are generated in the two subgroups of the discrete elliptic curve to ensure consistency between the scheme
key form and the SM9 cryptographic algorithm, and solve the problem of data retrieval after encryption by the SM9
cryptographic algorithm.At the same time, combined with the SM9 cryptographic algorithm , based on the asymmetric bilinear
feature, the security of the scheme is ensured, and its retrieval efficiency is improved.According to the properties of the bilinear
pairing, the correctness and security of the scheme are verified, and the adaptive ciphertext indistinguishability and trapdoor
indistinguishability under.the random oracle model are satisfied.Simulation results show that, compared with EdAIBEKS,
PEAKS,and dIBAEKS, the computational efficiency of the scheme in the index generation algorithm, trapdoor generation
algorithm, and search matching algorithm is improved by 77%,16.67% ,and 28% , respectively.
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Fig.2 Comparison of running time of index generation algorithms
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Fig.4 Comparison of running time of retrieval matching algorithms
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